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VART UPPDRAG

280
+14

Kommuninvest ags av
280 kommuner och 14 regioner.

Organisation med
tydlig rollférdelning

Kommuninvest bestar av tva delar.
Kommuninvest Ekonomisk férening
(Foreningen) och kreditmarknadsbolaget
Kommuninvest i Sverige AB (Bolaget).

Kommuninvest Ekonomisk férening
Administrerar medlemskap
och solidarisk borgen.

Styrelsen bestar av politiker fran
kommuner och regioner.

Kommuninvest i Sverige AB
Bedriver den finansiella verksamheten
med upplaning, likviditetsforvaltning
och utlaning.

Styrelsen bestar av personer med
kompetens inom bland annat offentlig
forvaltning, kapitalmarknad och
affarsutveckling.

Delarsrapport f6r Kommuninvest i Sverige AB (publ)

Detta &r delarsrapporten for kreditmarknadsbolaget Kommuninvest
i Sverige AB (Kommuninvest). Organisationsnummer: 556281-4409
Styrelsens sate: Orebro 1 januari-30 juni 2022
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Gronalan

Gréna lan
introducerades 2015
for finansiering av miljo-
och klimatrelaterade
investeringar. Sedan
lanseringen har voly-
men godkanda
Groéna lan 6kat till 91
miljarder kronor.

Tillsammans for battre villkor

Kommuninvests roll r att erbjuda trygg och kostnadseffektiv finansiering
till sina medlemmar och kunder - svenska kommuner, regioner, kommunala
bolag och andra kommunala aktdérer.

o .o
Var vision
Kommuninvest ska vara varldens
basta organisation for kommunal
finansférvaltning. Vi finansierar de
svenska lokala och regionala sektorernas
utveckling och investeringar for ett gott
och hallbart samhalle.

Grundidé

Tillsammans lanar kommuner
och regioner tryggare och
billigare an var och en for sig.
Tillsammans kan kommunsektorn
ocksa 6ka sin kompetens
inom finansférvaltning.

Kommuninvest har
hégsta moéjliga
kreditbetyg, AAA/Aaa,
och stabila utsikter.

Start 1986

Sedan starten 1986 har Kommuninvest
bidragit till att sénka kommunsektorns
upplaningskostnader med mangmiljard-
belopp. Det har i slutdnden gynnat
medborgarna som fatt ta del av en
forbattrad samhallsservice
pa bade lokal och regional niva.

Mdkr

30 juni 2022 uppgick utlaningen
tillmedlemmarna till 473 mdkr.

Jamforelsetal avseende resultatrakningen avser féregaende ar

(1januari-30 juni 2021) om inte annat anges. Jamférelsetal avseende
balansrdakningen samt risk- och kapitalrelaterad data avser

31 december 2021 om inte annat anges.

Signerat EBA, LH, CI, EL, KSJ, MB, KE, TW, AT, MF, AH




KOMMENTAR FRAN VD

Kommentar fran VD

Den bitvis turbulenta utvecklingen i varlds-
ekonomin under varen har haft inverkan dven
pa kommunsektorn. Kombinationen av hog
inflation, stigande rantor och svaga borser har
blivit en belastning. Till det ska ldggas att de
utokade statsbidrag som fordelats under pan-
demin fasas ut. Generellt sett har kommuner
och regioner en god finansiell styrka. Men
efter ett par resultatmassigt goda ar tycks
kommunsektorn nu ga mot tuffare tider. Kort-
siktigt har turbensen lett till att Kommunin-
vests utldningsvolymer blivit ndgot storre an
forvintat. Pa lang sikt dr det svart att saga hur
Kommuninvests utlining kommer att paverkas
av dynamiken i den kommunala ekonomin.

Riksbankens kop av kommunobligationer,
inom QE-programmet, fortsatte under forsta
halvaret med ndgot lagre volymer 4n andra
halvéret 2021. Darmed har programmet, till
nackdel for kommunal samverkan, fortsatt att
pressa ihop rintedifferenserna mellan olika
kommunala emittenter. I slutet av juni medde-
lade Riksbanken att kopen av kommunobliga-
tioner under andra halvaret kommer att redu-
ceras markant. Detta kommer sannolikt att
leda till att rintedifferenserna mellan Kom-
muninvest och andra kommunala emittenter
okar.

Riskskatten, som infordes vid arsskiftet,
innebir en extra skattebelastning for Kom-
muninvest pa 257 mnkr under 2022. Riksda-
gen uppmanade i ett tillkinnagivande i
december 2021 regeringen att lagga forslag
om att kommunsektorn ska kompenseras for
skatten samt om att kommunal samverkan
genom Kommuninvest ska undantas fran 1
januari 2023. [ juni beslutade riksdagen, efter
forslag fran regeringen inom varandringsbud-
geten, att kommuner och regioner ska kunna
kompenseras for riskskatten genom ett nytt
anslag pa 300 mnkr for 2022: ”Tillfilligt stod
for okade kostnader for finansiering”. Reger-
ingen hade vid halvérsskiftet inte ndtt nigon
synlig framgang i arbetet med att undanta
Kommuninvest fran skatten. Vi utgar fortfa-
rande fran att regeringen kommer att hor-
samma riksdagens tillkdnnagivande dven i
denna del s3 att ett undantag kommer pa plats
frdn 1 januari 2023.
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Tomas Werngren, verkstallande direktor

Rorelseresultatet for det forsta halvaret blev
-346,5 mnkr. Det negativa utfallet forklaras
av riskskatten samt av orealiserade marknads-
vardesforandringar pad —395,5 mnkr. Dessa
har primart att gora med att uppldning i USD
blivit relativt sett billigare dn upplaning i SEK.
Eftersom Kommuninvest har for avsikt att
hélla tillgdngar och skulder till forfall realise-
ras dock normalt sett inte dessa vdarden. Det
operativa resultatet for perioden landade,
ilinje med budget, pd 50,0 mnkr.
Hallbarhetsarbetet har under forsta halv-
aret fortsatt att utvecklas i positiv riktning.
Den grona laneandelen har fortsatt att viaxa.
Arbetet for anpassning till Eu:s grona taxo-
nomi har intensifierats. For Lan for Social
Haéllbarhet, som lanserades viren 2021 till
samtliga kunder, har volymtillvixten varit
relativt god. Vid halvarsskiftet hade totalt
14 projekt beviljats 1dn med en sammanlagd
volym pa 6ver 1,6 mdkr.

Tomas Werngren
Verkstallande direktor

20y Kommuninvest
Signerat EBA, LH, Cl,
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Viktiga steg framat

Kommuninvest i Sverige AB, org. nr. 556281-4409 Delérsrapg

For Kommuninvest, vars uppdrag ar att finan-
siera kommunsektorns utveckling och investe-
ringar for ett gott och hédllbart samhalle,
omfattar hallbarhetsarbetet savil milj6- och
klimatmassiga som sociala och ekonomiska
dimensioner.

Beskrivningen nedan utgér fran Bolagets
arbete vad giller miljomassig och social hall-
barhet i affirsverksamheten, oaktat att det ar
i det grundliggande uppdraget, dar ekono-
misk héllbarhet ir en grundbult, som Bolagets
framsta bidrag gors.

Under perioden har Kommuninvest:

1) Skarpt de grona finansieringskraven med
fokus pa klimatpaverkan i byggprocessen,
fortsatt projekt for renoveringar

For att underlitta for de allmannyttiga

bostadsbolagen att ta en ledande roll i bygg-

och fastighetssektorns omstillning samverkar

Kommuninvest, 1vL Svenska Miljdinstitutet

och Sveriges Allmannytta inom ramen for

initiativet ”Klimatkrav till rimlig kostnad.”

2021 introducerade Kommuninvest som en

konsekvens av denna samverkan nya krav for

beviljande av Grona lan f6r Grona byggnader.

I dessa nya krav adresseras den inbyggda kli-

matpdverkan frdn byggprocessen. Fran och

med 2022 har kraven skirpts. For nybyggna-
tionsprojekt ska sokanden kunna visa bade att
livscykelinriktade klimatatgirder genomfors
samt att byggnadens klimatpaverkan under
byggskedet har berdknats.

Initiativets steg 2, ”Klimatkrav till rimlig
kostnad — ROT”, pdborjades under 2021 och
berdknas slutféras under hosten 2022. Initia-
tivet tar sikte pd att anvinda den kunskaps-
uppbyggnad som uppndddes i steg 1 vad giller
klimatberdkningar och livscykelanalys dven
for renovering och ombyggnation. Kommun-
invest har vidare som ambition att omsaitta
kunskapsuppbyggnaden i utveckling av grona
finansieringskriterier for renoveringsprojekt.

] ort 2022
Transaktion 09222115557474910328  §

2) Slutfort férstudiearbete rérande ev. taxo-

nomianpassning av villkoren fér Grona lan
Den forstudie som sedan 2021 pdgétt rorande
en ev. frivillig anpassning av ramverket for
grona obligationer till en kommande forvin-
tad Eu-standard for grona obligationer avslu-
tades under perioden. Miljokommittén, den
expertkommitté som dr knuten till det grona
finansieringsramverket, stodjer forstudiens
forslag om en successiv/partiell taxonomian-
passning, att genomforas stegvis och med
hinsyn tagen till vad som bedoms som mojligt
och rimligt ur ett kommunsektorperspektiv.
Arbetet fortsitter infor kommande ramverks-
uppdatering.

3) Fortsatt etableringsfas av Lan for Social

Hallbarhet
Efter lansering av den nya produkten Léan for
Social Héllbarhet under 2021 har arbetet
under perioden inriktas mot att sprida
anvindningen bland Kommuninvests med-
lemmar. Vid utgéngen av perioden hade Kom-
muninvest beviljat 1 621 mnkr i finansiering
avseende 14 socialt inriktade investeringar
och tolv medlemmar, en tydlig 6kning jamfort
med borjan av dret dd 614 mnkr hade beviljats
avseende sju socialt inriktade investeringar
fordelade pa sex medlemmar. Vid utgangen av
perioden var 652 (207) mnkr utbetalt.

Den nya laneprodukten delar visentliga
grunddrag med Grona ldn, men tillf6r en del
nytt for att meningsfullt kunna bidra i kom-
munernas och regionernas arbete for ett gott
liv for sd manga medborgare som mojligt.
Bland annat stalls tydliga krav pa effektmit-
ning och systematik i arbetet. Lan kan beviljas
for investeringar inom tre kategorier: boende
och boendemiljoer; trygghet, sikerhet och
tillgdnglighet; samt hilsa, utbildning, idrott
och kultur.

Lénen ska finansiera investeringar som,
enskilt eller i kombination med riktade sociala
insatser, kan bidra till att nd sociala mal.

Signerat EBA, LH, CI, EL, KSJ, MB, KE, TW, AT, MF, AH



Specialiserat demensboende (Varbergs kommun)
Kategori trygghet, sdkerhet och tillgdnglighet.

Bostader for integration (Kungalvsbostader)

Kategori boende och boendemiljéer.

Lyft av miljonprogramsomrade (Karlshamnsbostader)
Kategori boende och boendemiljéer.

Tryggare centrumomrade respektive satsning fér 6kad
tillganglighet, tva separata investeringsprojekt
(Norrkdpings kommun och Hyresbostader i Norrképing AB)
Kategoriboende och boendemiljéer respektive kategori trygghet,
sdkerhet och tillganglighet.

Skolsatsning (Ronneby kommun)

Kategorihédlsa, utbildning, idrott och kultur.

Upprustning av bostadsomrade (Tanums Bostader)
Kategori boende och boendemiljéer.

Ronneby kommun

Transaktion 09222115557474910328
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TEMA

Framtida investeringar

i fokus

Kommuninvest i Sverige AB, org. nr. 556281-4409 Delérsrapg

Den framtida utvecklingen av kommunsektorns investe-
ringar har under véren varit ett dterkommande amne for
analys och diskussion pd Kommuninvest. Efter tva dr av
pandemi, och i ett ekonomiskt lige med hog inflation
och stigande rdntor, ar det viktigt att nirmare studera
de investeringsbeslut som kommuner och regioner star
infor.

I'mars publicerade Vilfirdsekonomerna rapporten:
”Nya tider — nya investeringar: Fem goda rad for kom-
munsektorn”. For denna oberoende och tillfilliga expert-
grupp, som Kommuninvest inrittade i juni 2020 med
syfte att under och utifrdn pandemin stirka analysen av
den kommunala ekonomin, blev detta den femte och sista
rapporten. Enligt gruppen tyder mycket pa att fokus
i kommunsektorns investeringar behover flyttas fran
expansion till underhdll och omstillning. Den expansiva
investeringstakten inom bland annat forskolor och skolor
kan troligtvis minskas. Samtidigt blir det mer angelaget
att trappa upp underhallsinvesteringarna —i sidant som
VA, hyresbostider och vissa verksamhetslokaler — samt
investeringarna i klimat/miljo och digitalisering.

Utifran denna ingang formulerade expertgruppen fem
rad till stat, kommuner och regioner:

2022
28

ort
Transaktion 092221155574749103

1. Se realistiskt pd befolkningsutvecklingen

2. Gor en fordjupad koncernanalys for att klargora
investeringsutrymmet

3. Prioritera underhall

4. Sakra tillrackligt investeringsutrymme for den
grona omstillningen

5. Driv ldngsiktiga effektiviseringar — dven utanfor
investeringsbudgeten

I maj publicerades — med den sammanfattande rapporten
”Kommunsektorns investeringsutgifter” — resultatet av
ett omfattande analysarbete som Linda Andersson Jarn-
berg och Lars Hultkrantz, docent respektive professor
emeritus pa Handelshégskolan vid Orebro universitet,
gjort pd uppdrag av Kommuninvests forskningsbered-
ning. Arbetet inkluderar studier av hur investerings-
utgifterna utvecklats over tid samt vilka faktorer som
péaverkat denna utveckling.

En 6vergripande slutsats frin analysarbetet, for perio-
den 2007-2019, ir att investeringarna, beriknade per
invanare, sirskilt drivs av demografisk forindring och
struktur. Resultaten visar bland annat att befolkningstill-
vixt, dtminstone pa koncernniva, kan forklara hur inves-
teringsutgifterna for en genomsnittlig kommun forandras
over tid.

I borjan av juni arrangerade Kommuninvest ett webb-
inarium dir bdda rapporterna presenterades och diskute-
rades utifrdn den centrala fragestillningen: ”Vart ir
kommunsektorns investeringar pa vag?”

Signerat EBA, LH, Cl, EL, KSJ, MB, KE, TW, AT, MF, AH




MARKNAD OCH ORGANISATION

Marknad och organisation

Det har varit ett hdndelserikt och bitvis turbu-
lent forsta halvar. En avklingande kris, coro-
napandemin, har i och med den ryska invasio-
nen av Ukraina avlosts av en annan.

I borjan av aret pagick ytterligare en vag av
smittspridning. Aven om vissa linder har han-
terat fortsatt smittspridning under varen har
pandemin i stora delar av virlden, inklusive
Sverige, mattats avsevart frin mars och
framat. Restriktioner har fasats ut och sam-
hillen 6ppnats upp. Trots att fler smittvagor
inte kan uteslutas ar det en vanlig bedomning
att det nu skett en definitiv atergdng till det
normala. I ekonomiska termer inleddes dret
med en fortsatt stark dterhimtning. Tillvax-
ten var hog. Arbetslosheten sjonk. Samtidigt
fanns det leveransproblem och andra stor-
ningar i virldshandeln. Inflationen hade
borjat ta fart pd manga hall.

Genom den ryska invasionen av Ukraina i
februari dndrades delvis dynamiken. Forst
uppstod det under en tid en allmin osidkerhet,
och dirmed viss volatilitet, i marknaden. Kri-
gets effekter var oklara. De flesta borser bor-
jade falla. Darefter blev det allt tydligare att
kriget skulle férvirra storningarna i handeln,
driva pa inflationen och foérsvaga konjunktu-
ren. Mycket fokus riktades mot den atstram-
ning av penningpolitiken som ménga central-
banker, inklusive Riksbanken, startade for att
sdnka inflationstakten. Det blev en snabb
overgdng fran en utpriglad lagrantemiljo till
vad som ser ut att nirma sig mer normala rian-
tenivaer. Det uppkom nya faser av volatilitet.
Mainga borser fortsatte att falla.

Utvecklingen har paverkat den kommunala
ekonomin. Med hog inflation, stigande rantor,
och svaga borser — samtidigt som de utdkade
statsbidrag som fordelades under pandemin
fasas ut — tyder mycket pa att kommuner och
regioner gar mot tuffare tider.

Kommuninvest har dven med dessa forut-
sattningar fortsatt att uppvisa en god stabili-
tet. An en ging har det visat sig att organisa-
tionen har en stark formdaga att sta stadigt nar
det blaser. Bolaget gick direkt efter den ryska
invasionen upp i krisldge enligt intern kris-

Transaktion 09222115557474910328

plan. Ett antal dtgarder vidtogs for att hoja
beredskapen samt sikra verksamheten i for-
hallande till exempelvis motparter och cyber-
hot. I'juni dtergick Bolaget till normalldge.

Kommuninvests uppldning har haft en
positiv utveckling. I mars emitterades den for-
sta obligationen i EUR sedan beslutet om tre
strategiska uppldningsmarknader — SEX, USD
och EUR - fattades 2019. I och med att uppla-
ningsaktiviteten fortsatt ungefar som tidigare
i SEK och USD har hela den strategiska bredden
utnyttjats. Vid en usp-emission i februari bor-
jade SOFR, istillet for Libor, anvindas som
referensrdnta.

Kommuninvest startade dret med en uppla-
ningsprognos pa 115-135 mdkr. Den revidera-
desiapril till 125-145 mdkr. Detta hade att
gora med att utldningsvolymerna forsta kvar-
talet blev ndgot hogre dn forvintat. I den in-
ledande turbulensen kring kriget i Ukraina,
samt sedan i perioder under efterfoljande
ménader, valde vissa kunder att 1dna hos
Kommuninvest snarare dn i egna marknads-
program.

Kommuninvest har under forsta halvaret
skalat upp ett omstallningsprogram, for aren
2022-2023, som genom effektiviseringar ska
bidra till att sinka de samlade kostnaderna i
organisationen. Detta har gett vissa initiala
effekter pa kostnadssidan i resultatrakningen.

Nir restriktionerna i huvudsak slapptes i
mars dtergick Kommuninvest till ett kontors-
baserat arbetssitt. Aven om det fortfarande
finns digitala och hybrida inslag 4r kontoret
nu dterigen det sjdlvklara navet i verksamhe-
ten. Foreningsstimman i mars genomfordes
enligt ett hybriduppldgg med fysisk narvaro
i Goteborg.

Den oberoende och tillfilliga expertgrup-
pen Vilfirdsekonomerna, som Kommunin-
vest skapade 2020 for att under och utifrdn
pandemin stirka analysen av den kommunala
ekonomin, avslutade i juni sitt arbete. Den
femte och sista rapporten, som publicerades
i mars, fokuserade pa den framtida utveck-
lingen av kommunsektorns investeringar.

Kommuninvest i Sve r| e AB, org. nr. 556281-4409 Delarsrapport 2022
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MARKNAD OCH ORGANISATION
_______________________________________________________________________________________________________________|

Agarbild

Kommuninvest Ekonomisk forening (Foren-
ingen) dger 100 procent av aktierna i kredit-
marknadsbolaget Kommuninvest i Sverige AB
(Kommuninvest eller Bolaget), i vilket all
affirsverksamhet i Kommuninvestkoncernen
(Koncernen) bedrivs. Per 30 juni 2022 hade
Foreningen 294 (293) medlemmar (deldgare),
varav 280 (279) kommuner och 14 (14) regio-
ner. Under perioden 1 januari till 30 juni 2022
fick Foreningen inga nya medlemmar.

Beslut vid arsstimman i Féreningen
Foreningen avholl den 31 mars 2022 ordinarie
foreningsstimma i Goteborg. Foreningsstam-
man 2022 genomfordes som en sk. hybrid-
stimma, dvs. med mojlighet att delta saval
fysiskt som digitalt. Under staimmodagen del-
tog totalt 331 personer, varav 119 pd plats i
Goteborg och 212 digitalt. Vid forenings-
stimman var 155 ombud niarvarande.

Vid stimman fattades beslut rérande val
till foreningsstyrelsen, ansvarsfrihet for sty-
relsen samt 6verskottsutdelning till medlem-
marna. Overskottsutdelningen bestar av rinta
pa insatskapital och aterbaring baserad pa
affiarsvolym och uppgick sammanlagt till
473 mnkr.

Stimman beslutade 2020 om forindrade
stadgar och en ny plan for Kommuninvests
kapitaluppbyggnad, vilket innebir att de
beslut som fattades 2022 om insatskapital var

Antal medlemmar och utlaningsvolym
1990-2022

en konsekvens av tidigare beslut. Ar 2022 ska
savil nya som existerande medlemmar betala
in insatskapital sd att man nar 1100 kronor
per invdnare (220 kronor per invanare for
regionerna).

Stimman faststillde dven dgardirektivet
for 2022 for Bolaget. I likhet med tidigare ar
tydliggors att det 4r Foreningen som ansvarar
for att tillféra Bolaget det kapital som erfor-
dras for dess verksamhet.

Den kommunala laneskulden

Svenska kommuner och regioner har under
perioden kunnat tillgodose sina upplaningsbe-
hov pa ett effektivt sitt, via Kommuninvest,
kapitalmarknaden och bankerna. Kommun-
invest bedomer att kommunsektorns externa
laneskuld, efter en 6kning med § mdkr sedan
arsskiftet, 2022-06-30 lig pa 8oo (795) mdkr,
motsvarande 14,1 (14,7) procent av BNP.
Denna bedomning dr mer osdker 4n normalt
pa grund av rddande lige.

Prognosen 6ver den kommunala ldneskul-
den for 2022 vilar pd antagandet om ett fort-
satt betydande investeringsbehov i kommun-
sektorn pa grund av befolkningstillvaxt,
demografiska forandringar samt stora renove-
ringsbehov i befintliga byggnader och infra-
struktur. Kommuninvests bedomning dr att
laneskuldstillviaxten blir 3 procent under
2022. Tvé orsaker till den ndgot liagre forvin-
tade okningstakten under 2022 dr nedrevide-
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Utlaning (nominellt vérde), Kommuninvest i Sverige AB
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rade befolkningsprognoser och en stark likvi-
ditet i kommuner och regioner.

Kommunsektorns upplaning kidnnetecknas
av korta loptider och kort rantebindning. Den
genomsnittliga kapitalbindningen vid perio-
dens slut var 2,82 dr och 48 procent av uppla-
ningen hade rorlig ranta. Via derivatanvand-
ning forlangdes den genomsnittliga
rantebindningen till 2,83 ar. Laneskuldens
snittranta uppgick till 1,02 procent, en 6kning
med 9 baspunkter p4 ett ar.

Kommuninvests utlaning

Kommuninvests utldning per 2022-06-30
uppgick till 473,5 (460,7) mdkr, en 6kning
med 3 procent. Utldningens redovisade varde
var 462,8 (460,7) mdkr. Kommuninvests
bedomning dr att 59 (58) procent av den kom-
munala ldneskulden finansieras via Kommun-
invest .

Utlaningstillvixten under forsta halvaret
2022 var 3 procent jamfort med 2 procent for-
sta halvdret 2021. Ar 2021 hade de svenska
kommunerna och regionerna hoga ekono-
miska resultat. Resultatet blev 69 miljarder
SEK jamfort med 54 miljarder sEx 2020. En
viktig orsak ar betydligt hogre skatteintdkter
4n vintat. Ar 2022 forvintas dock resultatet
minska till 39 miljarder kronor, enligt Sveriges
Kommuner och Regioner (skr). Aven om
befolkningstillvixten har minskat ligger
investeringarna inom kommunsektorn fortfa-

MARKNAD OCH ORGANISATION
_______________________________________________________________________________________________________________|

rande pd en hog niva pd grund av framst refi-
nansieringsbehov i fastigheter och infrastruk-
tur. Riksbankens kop av kommunobligationer
har resulterat i lagre rantor, men ocksa i att
skillnaden mellan Kommuninvests priser ut
mot kund och de priser kunderna sjilva kan
lana till i kapitalmarknaden har minskat.

Av Kommunivests totala utlaning stod
kommuner for 44 (43) procent, kommunala
bostadsforetag for 27 (27) procent och 6vriga
kommunala foretag for 26 (27) procent.
Utlaning till regioner stod for 3 (3) procent.

Periodens avtalade utldning fordelades med
84 (91) procent pa ldn med en kapitalbindning
langre dn ett &r och 16 (9) procent pa lan med
en kapitalbindning om ett ar eller kortare.
Lin med en kapitalbindning om ett till tre ar
stod for 33 (18) procent av volymen. Den
genomsnittliga kapitalbindningen i Bolagets
utldningsportfolj var vid periodens slut 2,7 ar
och ar dirmed ofériandrad jamfort med
2021-06-30.

Volymen beviljade Grona lan 6kade. Detta
ar finansiering for kommunala och regionala
investeringsprojekt som framjar 6vergangen
till lagre koldioxidutslapp och en klimattalig
tillviaxt. Per 2022-06-30 uppgick den grona
portfoljen till 554 beviljade grona projekt
motsvarande 90,7 mdkr till 185 kommuner
och regioner. Det kan jamforas med drsskiftet
da portfoljen uppgick till 83,5 mdkr avseende
513 investeringsprojekt till 181 kommuner

Utlaningsportféljen
per lantagarkategori
30juni 2022 (31dec 2021)

[l Kommuner' 44 (43) %

B Kommunala bostads-
foretag 27 (27) %

I Ovriga kommunala
foretag 21(22) %

Kommunala energi-
foretag 5 (5) %

Regioner3(3) %

Kommuninvests storsta
lantagargrupper ar kom-
muner och kommunala
bostadsforetag. 30 juni
2022 stod de for totalt
71(70) procent av den
totala utlaningen.

1) Delar av utlaningenttill
kommuner vidareutlanas
tillkommunala bolag via
kommunala internbanker.

1) Prognos avseende utestaende upplaning (siffran inom parentes avser faktisk utestaende upplaning i enlighet med medlemmarnas egna arsredovisningar per 2021-12-31)

Flerarsoéversikt Kommuninvest i Sverige AB

2022-06-30 2021-06-30 2021-12-31 2020-12-31 2019-12-31
Balansomslutning, mnkr 597 763,9 549726,5 524 261,7 527 363,6 471 320,7
Utlaning (redovisat varde), mnkr 462 783,2 454 357,7 460 650,3 445788,8 408 218,1
Periodens resultat, mnkr -346,5 97,2 375,6 179,7 307,9
Medlemmar, totalt 294 293 294 292 290
varav kommuner 280 279 280 278 278
varav regioner 14 14 14 14 12
Karnprimarkapitalrelation?, % 278,3 303,9 397,1 302,5 126,8
Primarkapitalrelation®, % 278,3 303,9 3971 302,5 126,8
Total kapitalrelation®, % 278,3 303,9 397,1 302,5 126,8
Bruttosoliditetsgrad, % 7,55 9,27 15,36 10,60 12,29
2) Karnprimarkapital i relation till totalt riskexponeringsbelopp. Se vidare sidan 14-15 och not 9.
3) Primarkapitalirelation till totalt riskexponeringsbelopp. Se vidare sidan 14-15 och not 9
4) Total kapitalbas i relation till totalt riskexponeringsbelopp. Se vidare sidan 14-15 och not 9.
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Nyupplaning
per valuta’

1jan-30 juni 2022
(1jan-30juni 2021)

W UsSD51(35) %

M SEK 43 (60) %

M EUR6 (0) %
JPYO(5)%
AUD 0 (-0) %

1) exKl. certifikatupplaning

Nyupplaning
per program’
1jan-30 juni 2022
(1jan-30juni 2021)

M Internationell bench-
markupplaning
5123) %

M Svenskt obligations-
program 43 (53) %

M Grona obligationer
6(18) %

Uridashi 0 (6) %

1) exkl. certifikatupplaning

och regioner. Motsvarande belopp for utbe-
talda Grona lan var 63,0 mdkr per 2022-06-
30 och 60,2 mdkr vid drsskiftet. Andelen
Grona lan i forhallande till total utldning
baseras pa utbetald volym och uppgick till
13,3 (13,0) procent.

Lan for Social Hallbarhet lanserades, efter
en pilotfas, for samtliga kunder fr o m 30 mars
2021. Per 2022-06-30 uppgick portfoljen med
Lan for Social Hallbarhet till 14 (7) beviljade
projekt motsvarande 1 621 (614) mnkr till
12 (6) kommuner. Utbetalt belopp for Lan for
Social Héllbarhet var 652 (207) mnkr.

Kommuninvests upplaning

Kommuninvest finansierar sin utlaning till
kommuner och regioner genom att lana upp
pengar pa den svenska och internationella
kapitalmarknaden. Strategin utgar frin en
ndrvaro pé strategiska uppldningsmarknader,
matchning mellan tillgdngar och skulder, en
hoglikvid reserv, och korrekt prissdttning av
likviditet. Bolagets tre strategiska uppladnings-
marknader utgors av svenska kronor, Us-
dollar och euro.

Marknadsforhillandena har under aret
praglats av geopolitisk oro samt stigande ran-
tor beroende pa tilltagande inflation. Bolagets
likviditetsstrategi har fungerat vil. Tillgdngen
till likviditet har varit hog och Bolaget har
kunnat finansiera sitt och kundernas uppla-
ningsbehov till goda villkor. Den totala utesta-
ende uppldningen vid periodens slut uppgick
till §85,0 mdkr i nominella termer jamfort
med 506,7 mdkr vid arsskiftet.

Under perioden genomfordes uppldning i
langfristiga skuldinstrument, med 16ptid 6ver
ett ar, till ett belopp motsvarande 86,3 (69,6)
mdkr. Upplaning i kortfristiga certifikat, med
16ptid under ett ar, uppgick till 41,4 (41,9)
mdkr. Tidigare emitterad upplaning till ett
virde av 7,9 (3,3) mdkr dterkoptes och 68,1
(84,6) mdkr forfoll.

Bolagets storsta upplédningsprogram sett
till utestdende volym ar det svenska obliga-
tionsprogrammet. Inom programmet utokas
de utestdende obligationerna veckovis via

auktioner. Under perioden genomférdes dven
fyra benchmarkupplaningar i us-dollar. Kom-
muninvest fortsatte, enligt plan, att ge ut
grona obligationer, vilka framst kops av inves-
terare som vill stodja miljoinriktade investe-
ringar. Pengar som ldnas upp via grona obli-
gationer finansierar grona investeringsprojekt
hos Bolagets medlemmar. I mars linade Kom-
muninvest 500 miljoner euro i en gron obliga-
tion. Det var det forsta ldnet att ges ut i euro-
marknaden sedan Kommuninvests beslut
2019 om att etablera tre strategiska uppla-
ningsmarknader.

Likviditetshantering

For att kunna forse kunderna med finansie-
ring dven i perioder av stress pa de finansiella
marknaderna och for att med god framfor-
hallning sdkerstilla att upplaningsforfall kan
aterbetalas har Kommuninvest en likviditets-
reserv. Reserven uppgick vid periodens slut till
106,0 (53,6) mdkr.

Strikta regler och ett konservativt forhall-
ningssitt avseende risk dr styrande for Kom-
muninvests likviditetsreserv. Enligt Bolagets
instruktioner ska likviditetsreserven siker-
stdlla att Bolagets dtaganden kan infrias med
bibehéllen utldningskapacitet. Likviditetsre-
servens storlek anpassas efter bland annat
upplaningsforfall och omvirldsfaktorer, vil-
ket till exempel dr beredskap for stidllande av
sakerheter vid virdeférandringar i derivat-
kontrakt. Hog kreditkvalitet och omsatt-
ningsbarhet ar vigledande i férvaltningen.
Likviditetsreserven placeras kort for att ytter-
ligare oka tillgdngligheten vid behov, och den
genomsnittliga l6ptiden far som mest uppga
till tolv manader. Enskilda placeringar far
som mest ha en 16ptid om 39 manader.

Reserven har under perioden till storsta del
placerats hos Sveriges Riksbank. Direkta pla-
ceringar gors framst i virdepapper utgivna av
stater eller centralbanker, subventionerade
langivare samt multilaterala utvecklings-
banker. >

5) Subventionerade langivare avser vardepappersemittenter dar exponeringen behandlas mot den nationella regeringen enligt CRR-regelverket.
Dettainkluderar bland annat Bolagets nordiska grannorganisationer.
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Nyareferensrantor

Kommuninvest foljer utvecklingen av den
pagaende reformen av nya referensrintor.
Vid en USD-emission i februari anvindes
SOFR, i stallet for Libor, for forsta gdngen
som referensrinta.

Rating

Bolaget har hogsta kreditbetyg, AaA frin
S&P Global Ratings och Aaa frin Moody’s.
Ratinginstituten bekraftade i december 2021
Bolagets rating, med stabila utsikter. Rating-
instituten lyfter fram det solidariska borgens-
atagandet fran Foreningens dgare, mandatet
Bolaget har fran dess dgare att agera Kom-
mungald for medlemmarna, den héga kvalite-
ten i laneportfoljen samt strategin for kapital-
uppbyggnad.

Kommuninvest far dven s kallade EsG
betyg fran ett flertal aktorer, daribland 1sso-
ekom, mscr och Sustainalytics. Resultaten
visar att Kommuninvest anses tillhora den
grupp av finansiella institutioner vars verk-
samhet dr lagt exponerad for hallbarhets-
risker.

Transaktion 09222115557474910328

Likviditetsreserven
fordelad pa
land

30juni 2022
(31dec2021)

M Sverige 84 (69) %

M Supranationals
9(16) %

M Tyskland 4 (1) %
Finland 2 (3) %
Storbritannien1(1) %

Kommuninvest

MARKNAD OCH ORGANISATION

Likviditetsreserven
fordelad pa
ratingkategori

30juni 2022
(31dec 2021)

W AAA98(93)%
WAATG6) %
WAT)%

Sverige AB, or

Likviditetsreserven
fordelad pa
emittentkategori

30juni 2022
(31dec 2021)

W Nationella regeringar

eller centralbanker
84 (69) %

[l Multilaterala

utvecklingsbanker
9(16) %

M Kreditinstitut subven-

tionerade langivare
503)%

Kreditinstitut banktill-
godohavanden 2 (2) %
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EKONOMISK REDOGORELSE

Ekonomisk redogorelse

Resultat

Kommuninvests rorelseresultat, resultat fore
skatt, uppgick till —-346,5 (124,2) mnkr. Det
operativa resultatet, definierat som rorelsere-
sultat exklusive marknadsvirdesforandringar
och forvintade kreditforluster, uppgick till
50,0 (224,5) mnkr. Riskskatten som infordes
vid arsskiftet, och som belastar vissa kreditin-
stitut inklusive Kommuninvest, belastar det
operativa resultatet med —128,7 (0,0) mnkr.

Rantenetto
Rintenettot uppgick till 304,1 (357,0) mnkr.

Det lagre rantenettot jimfort med forega-
ende ar forklaras i huvudsak av den sdnkning
av utldningsmarginal som genomfordes i juni
2018. Anledningen till detta var beslutet om
en ny prissattningsstrategi dar hansyn inte tas
till orealiserade marknadsvirdesforandringar
inom ramen for 1FRs. Utldningsportfoljen har
en genomsnittlig kapitalbindning pa nira 3 ar
och arets rantenetto har dirmed lagre snitt-
marginal jimfort med foregdende ar.

For mer information gillande periodens
rantenetto, se not 2.

Nettoresultat av finansiella transaktioner
Nettoresultatet av finansiella transaktioner
uppgick till -395,7 (-102,1) mnkr. Resultatet
forklaras huvudsakligen av orealiserade
marknadsvardesforandringar om -395,5
(-102,9) mnkr. Eftersom Kommuninvest har
for avsikt att hélla tillgdngar och skulder till
forfall realiseras normalt sett inte dessa vir-
den.

Majoriteten av rorelserna i de orealiserade
marknadsvirdesforandringarna forklaras av
att kostnaden for att lana upp pengar i usp
relativt sett varit mer fordelaktig dn att lana
upp pengar i SEK. D4 det endast dr upplaning i
utldndsk valuta som redovisas till verkligt
virde har detta inneburit en 6kning av margi-
nalen mellan Bolagets upp- och utldningsin-
strument som marknadsvirderas, vilket leder
till negativa orealiserade marknadsvirdesfor-
andringar.
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Owriga rorelseintikter

Ovriga rorelseintikter uppgick till 5,6 (4,4)
mnkr dar intdkterna for avtalstjansten Kr
Finans okade till 4,7 (4,0) mnkr. Priset for
tjdnsten har indexerats for att ticka okade
kostnader samtidigt som antal kunder som
nyttjar tjinsten har 6kat nagot. Se mer i not 3.

Kostnader

Kostnaderna inklusive riskskatt uppgick till
-253,8 (-132,1) mnkr. Riskskatten ingdr i pos-
ten Ovriga rorelsekostnader med -12.8,7 (0,0)
mnkr. Exklusive riskskatt uppgick kostna-
derna till —=125,1 (-132,1) mnkr, varav perso-
nalkostnader utgjorde —-66,5 (-71,6) mnkr,
resolutionsavgiften som faststalls av Riksgal-
den uppgick till -12,5 (-11,5) mnkr och 6vriga
kostnader summerade till —46,1 (—49,0) mnkr.

Kreditforluster
Kreditforlusterna uppgick till -1,0 (2,6) mnkr.
Bolaget har aldrig haft ndgon konstaterad
kreditforlust. Samtliga kreditforluster ar for-
vantade kreditforluster berdknade i enlighet
med redovisningsstandarden 1¥Rs 9. Standar-
den foreskriver att forvantade kreditforluster
ska beraknas utifrdn en framatblickande ana-
lys av ekonomisk utveckling. For mer infor-
mation se not 4.

Tillgangar
Kommuninvests tillgdngar uppgick vid perio-
dens slut till 597 763,9 (524 261,7) mnkr.

Utldningen till kommuner och regioner,
som star for huvuddelen av tillgdngarna, har
ett redovisat virde om 462 783,2 (460 650,3)
mnkr vid periodens slut. I nominella termer
okade utlaningen till 473 462,8 (460 691,3)
mnkr.

Tillvixten i utldningen dr lagre dn de
senaste dren. Investeringsbehovet i sektorn ar
fortsatt hogt, men den goda likviditetssitua-
tionen som uppstatt genom forstarkta statsbi-
drag har tillfalligt minskat medlemmarnas
uppléningsbehov. Riksbankens kop av kom-
munobligationer har ocksa bidragit till att
skillnaden mellan Kommuninvests priser ut
mot kund och de priser kunderna sjdlva kan
lana till i kapitalmarknaden har minskat.
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Likviditetsportfoljen, i balansrakningen
fordelat pa posterna Kassa och tillgodohavan-
den hos centralbanker, Beldningsbara stats-
skuldforbindelser, Utldning till kreditinstitut
samt Obligationer och andra rantebdrande
vardepapper, okade till 108 627,7 (55 261,1)
mnkr. Forandringen kan hanforas till behovet
av 0kade marginaler for att sikerstilla utbytet
av marginalsikerheter, som varierar mer i
perioder av stress pa de finansiella markna-
derna, samt for att garantera att framtida
storre upplaningsforfall kan dterbetalas. For
mer information géllande principer for likvi-
ditetshanteringen, se avsnitt Likviditetshante-
ring pé sidan r1o.

Derivattillgidngar, derivat med positivt
marknadsvirde, okade till 23 863,5 (5 729,3)
mnkr. Virdet pd de derivat som anvands for
att sdkra valutariskerna fran Bolagets finan-
siering i amerikanska dollar pdverkas i hog
grad av valutakursen SEk/UsD. Den svenska
kronan har kraftigt forsvagats under forsta
halviret och da de flesta derivat avtalats till
en lagre vixelkurs dn den aktuella genererar
de ett positivt virde.

Ovriga tillgangar uppgick till 2 287,8
(2 428,0) mnkr och bestdr framst av stillda
marginalsikerheter till derivatmotparter dir
det samlade vardet av derivaten ar negativt. For
mer information om 6vriga tillgdngar se not 7.

Skulder

Bolagets skulder uppgick till 588 488,0 (514
639,4) mnkr. Nyupplaning i langfristiga skuld-
instrument motsvarande 86 315,6 mnkr
genomfordes under perioden varav §1% gjor-
desiusp, 43% i sEk och 6% i EUR. Trots oro-
liga marknadsforhédllanden har Kommuninvest
kunnat tillgodose upplaningsbehovet till goda
villkor och den totala upplaningen, i form av
emitterade vardepapper, uppgick till ett redovi-
sat virde om 557 106,6 (506 080,1) mnkr. Se
mer information i not 5.

Skulder till kreditinstitut, i form av repor,
okade under perioden till 6 172,6 (277,7)
mnkr.

Derivatskulder, derivat med negativt mark-
nadsvirde, uppgick till 2 199,7 (3 851,4)
mnkr.

Transaktion 09222115557474910328

Kommuninvests balansrdkning
2017-2022 (30 juni)

Mdkr Mdkr

600 12
500 I: 10

300 6
200 4
100 2

2017 2018 2019 2020 2021 2022:06

M Balansomslutning (vanster axel)
M Utlaning (vanster axel)
Eget kapital (héger axel)

Kapitaltackning
2020-2022 (30 juni)

%

400
300
200

100

—=mm HEN HEN

2020:06 2021:06 2022:06

W Karnprimarkapitalrelation’
M Primarkapitalrelation?
M Total kapitalrelation?

Krav total kapitalrelation?

1) Kérnprimarkapital i relation till totalt riskexponeringsbelopp.
2) Primarkapitalirelation till totalt riskexponeringsbelopp.
3) Total kapitalbas i relation till totalt riskexponeringsbelopp.

4) Kapitalkrav inklusive buffertkrav enligt CRR
(Europaparlamentets och radets férordning (EU) nr 575/2013)
samt Finansinspektionens 6vervagande om beslut avseende
Kapitalbaskrav, Pelare 2 krav.

Ovriga skulder uppgick till 20 490,7
(4 0o5,0) mnkr. I posten ingdr erhallna margi-
nalsikerheter om 19 709,2 (3 503,3) mnkr
som Bolaget erhéller nar det samlade virdet
av derivat med en motpart dr positiva. For mer
information om 6vriga skulder se not 8.

7\ Kommuninvest i
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Bruttosoliditetsgrad
2020-2022 (30 juni)
%

10

8

6

0
2020:06 2021:06 2022:06

M Bruttosoliditetsgrad
inklusive utlaning

M Bruttosoliditetsgrad
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Eget kapital

Vid periodens utgang uppgick det egna kapitalet
i Kommuninvest till 9 275,9 (9 622,3) mnkr,
varav aktiekapitalet uppgick till 8 975,0

(8 975,0) mnkr fordelat pa 89 750 0oo (89 750
000) aktier. Aktiekapitalet dr i sin helhet hin-
forligt till medlemmarna i Kommuninvest Eko-
nomisk forening och inga aktier ar tillgidngliga
for handelsandamal.

For ytterligare information, se Redogorelse for
forandringar i eget kapital pa sidan 20.

Kapitaltackning

Bolaget ska vara kapitaliserat for att kunna
mota savil internt bedomt kapitalbehov som
regelverkskrav. En fullgod kapitaltickning ar
viktig for att utldningen till Sveriges kommu-
ner och regioner ska kunna fortsitta att vixa
och for att bibehélla fortroendet hos Bolagets
intressenter, framfor allt investerarna.

Kommuninvest dr dlagd att folja tillsyns-
forordningen (EU) nr §75/2013, ocksa kallad
CRR (Capital Requirements Regulation), som
ar direkt tillimplig i Sverige samt kapitaltack-
ningsdirektivet EU 2013/36, som genomfors i
svensk ritt genom lagar och Fr:s foreskrifter.
Under vdren 2019 beslutades om dndringar i
regelverken och dessa dndringar benimns som
EU:s bankpaket. Flera av férandringarna
trddde i kraft den 28 juni 2021.

Vidare beslutade Finansinspektionen den
20 november 2020 om en dndrad tillimpning
av kapitalkraven for svenska banker for att
anpassa dessa krav till Eu:s bankpaket.
Finansinspektionen beslutar numera om sir-
skilda kapitalbaskrav i pelare 2. Darutover
kan Finansinspektionen ge en pelare 2-vagled-
ning som anger en kapitalniva som de anser
att institutet bor uppratthdlla utover kravet.

Separata krav och vigledningar anges avse-
ende riskbaserade kapitalbehov respektive
kapitalbehov for bruttosoliditet. Riskbaserade
kapitalkrav och viagledningar anges i procent
av riskvigda tillgangar, kapitalkrav och vig-
ledningar for bruttosoliditet anges som pro-
cent av exponeringsbelopp. Pelare 2-vigled-
ningarna grundar sig pa utfallet av stresstester
och andra institutspecifika bedomningar.
Kapitalplaneringsbufferten tas bort eftersom

: ort 2022 /£
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dess andamal istéllet ska uppfyllas genom
pelare 2-vigledning.

Finansinspektionen har den 24 september
2021 meddelat sitt beslut avseende det riskba-
serade pelare 2-krav och pelare 2-vigledning
som Bolaget omfattas av och baseras pa
Finansinspektionens 6versyns- och utvarde-
ringsprocess (OUP), se not 9. Enligt Finansin-
spektionens beslut behover Bolaget inte halla
kapital for pelare 2-vdgledning.

Bolaget ar vil kapitaliserat for att mota ris-
kerna i verksamheten, med kapitalrelationer
som med god marginal 6verstiger de fore-
skrivna minimikraven i pelare 1 samt kapital-
baskravet i pelare 2. Karnprimarkapitalet
uppgick till 9 059,9 (9 399,2) mnkr, vilket
innebar en kdrnprimarkapitalrelation pa
278,3 (397,1) procent. Bolagets kapitalbas
bestdr endast av kdrnprimarkapital och dar-
for uppgdr dven den totala kapitalrelationen
till 278,3 (397,1) procent.

Bruttosoliditet
Fran och med den 28 juni 2021 tillimpas det
nya kapitalkravsmattet bruttosoliditetsgrad
(leverage ratio) inom Eu. Bruttosoliditetskra-
vet ar faststallt till tre procent och dr direkt
gillande for Kommuninvest via tillsynsfor-
ordningen (dndringsforordning) (EU)
2019/876 av den 20 maj 2019.
Bruttosoliditetsgraden definieras som rela-
tionen mellan primarkapitalet och de totala
exponeringarna i tillgdngar och dtaganden.
Vid berdkning av bruttosoliditetsgraden giller
en sirskild bruttosoliditetsreglering for sa
kallade offentliga utvecklingskreditinstitut,
Public Development Credit Institution (PDCI),
en kategori som Kommuninvest tillhor. For
Kommuninvest innebar detta att all utlaning
till medlemmar och deras bolag far avriknas
frin det exponeringsmadtt som anvinds vid
berdkningen av bruttosoliditetsgraden.
Finansinspektionen har den 24 september
2021 meddelat sitt beslut avseende det pelare
2-krav och den pelare 2-vigledning avseende
den bruttosoliditet som gruppen omfattas av
och som baseras pa Finansinspektionens 6ver-
syns- och utvirderingsprocess (0UP), se not 9.
Beslutet innebar att Bolaget inte behover hdlla
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kapital for risken for alltfor lag bruttosolidi-
tetsgrad i pelare 2.

Bolagets bruttosoliditetsgrad uppgar till
7,55 (15,36) procent.

Lagrisktolerans och effektiv riskhantering
Bolagets huvuduppdrag ar att sakerstilla till-
gang till stabil och effektiv upplaning for
kommunsektorn. Detta innebir att efter kun-
dernas behov ldna upp pengar pa den finan-
siella marknaden. Nedan presenteras 6vergri-
pande Bolagets mdl, principer och metoder for
att hantera risk.

Riskprofil

Kommuninvest har en central betydelse for
finansieringen av svenska kommuners och
regioners investeringar. Utifrin kundernas
behov ldnar Bolaget upp pengar pa den finan-
siella marknaden. Verksamhetsmodellen inne-
bar att Bolaget ar utsatt for risker. Bolagets
riskprofil och tilldtna risktagande faststills
arligen i dgardirektivet vilket antas pa ars-
stimman i Féreningen. Agardirektivet slir
fast att Bolagets risker ska vara smd och aldrig
vara storre an nodvandigt for att uppna syftet
med verksamheten. Risknivan far inte 6ver-
stiga vad som hade varit tillatet risktagande
for en medlem enligt kommunallagen.

Kapital

Bolagets styrelse har beslutat att Bolagets
kapitalbas ska ticka det hogsta av Bolagets
internt bedomda kapitalbehov och det regula-
tiva kapitalkravet med en marginal. Denna
marginal tar hojd for ett antal osdkerhets-
faktorer som kan paverka Bolagets kapital-
relationer negativt, exempelvis starkare utla-
ningstillvixt 4n prognostiserat. Storleken pa
kapitalmaélet i kvantitativa termer faststills
arligen inom ramen for Bolagets interna
kapital- och likviditetsutvardering (1kLu).

Resultat

Bolaget har inget vinstsyfte. Andamalet ir
att bereda medlemmarna ekonomisk nytta
och efter nodviandig konsolidering tillfors
medlemmarna resultatet. Prissdttning utgar
istallet fran dgardirektivets krav pa ekono-

Transaktion 09222115557474910328

miskt resultat. Dessa krav innebadr att margi-
nalen mellan upplaning- och utldningsrantor
ska vara tillracklig for att ticka Bolagets och
Foreningens verksamhetskostnader. Margina-
len ska dven ge mojlighet till forrantning av
medlemmarnas insatskapital.

Likviditet

Syftet med Bolagets likviditetshantering dr att
kunna mota kidnda och prognostiserade likvi-
ditetsbehov samt att kunna tillgodose med-
lemmarnas behov av finansiering dven i perio-
der av stress. Likviditetsberedskapen ska vara
god under savil normala marknadsforhallan-
den som i perioder med likviditetspaverkande
stress. Likviditetshanteringen dr utformad for
att sakerstilla att Bolaget kan mota alla sina
betalningsforpliktelser i tid, utan vasentliga
merkostnader, samt att det finns en tillracklig
overlikviditet for att mojliggéra omsaittning av
befintlig utlaning. Detta tillgodoses genom en
tillracklig grad av diversifiering bland finan-
sieringskallor, med hansyn till antal och typ
av motparter, typ av finansiella instrument,
loptider, valutor och geografiska marknader.

Fortroende

Bolagets verksamhetsidé utgar ifrdn att
samhaillet och finansmarknadens aktorer
uppfattar Bolaget som en stabil, effektiv och
kunnig aktor, vars roll som samhillsnyttig
kommungald ger kommunsektorn i Sverige
effektivast mojliga finansforvaltning med
fokus pa finansiering. Grunden i Bolagets
arbete med att skapa fortroende for verksam-
heten ar en riskkultur som bygger pa den
kommunala virdegrunden, regelefterlevnad
och god intern styrning och kontroll.

Riskhantering

For att hélla verksamheten inom riskaptiten
anviands riskaptitsindikatorer eller andra
atgarder som begransar Bolagets risker.
Riskaptitsindikatorerna ar kvantitativa och
utformade for att de ska understodja den fast-
stdllda riskaptiten inom respektive pelare. I
riskhanteringen pa Bolaget kopplas de kvali-
tativa riskaptiterna ihop med risktyper. Sam-
mankopplingen utgar fran vilken pelare en

Kommuninvest
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potentiellt realiserad risk framst skulle
paverka. De 6vergripande risktyper Bolaget
hanterar 4r kreditrisk, marknadsrisk, likvidi-
tetsrisk, operativ risk, strategisk risk, regelef-
terlevnadsrisk, intressentrisk och hallbarhets-
risk. Bolagets totala kreditriskexponering
uppgick vid utgdngen av perioden till 600
363,5 (524 780,9) mnkr. 77 (88) procent av
exponeringen avsag svenska kommuner och
regioner i form av utlining, 18 (1) procent
avsdg stater och andra emittenter av virde-
papper i form av placeringar och deposits
samt 4 (1) procent avsag exponering mot
derivatmotparter.

Motpartsexponeringen mot derivatmot-
parter uppgick per 30 juni 2022 totalt till §
946,2 (2 613,6) mnkr efter nettning per mot-
part och avdrag for erhéllna sikerheter. Mot-
partsrisk begrdnsas genom att kontrakt ingés
med finansiella institutioner med hog kredit-
vardighet och med krav pd stillda sikerheter.
Rintekontrakt som ingds fran och med okto-
ber ar 2016 clearas hos en central clearing-
motpart. Motpartsrisker reduceras ytterligare
genom att ISDA-avtal och sakerhetsavtal (sa
kallade csa-avtal) sluts med samtliga motpar-
ter. Se mer not 6.

Bolaget accepterar viss exponering mot
marknadsrisker i syfte att gora verksamheten
mer effektiv, men aldrig i spekulationssyfte.
Exponeringen mot marknadsrisk begrinsas
med hjélp av derivatkontrakt. Rysslands inva-
sion av Ukraina, hog inflation och pandemins
effekter har under drets forsta halva orsakat
okad volatilitet samt stigande rantor pa de
finansiella marknaderna.

Likviditetsrisk begriansas genom att hélla
en likviditetsreserv med hoglikvida tillgdngar.
Likviditetsrisken begrinsas ytterligare genom
att Bolaget r fullvirdig medlem i Riksban-
kens betalningssystem, R1X, genom vilket
Bolaget bland annat kan ldna mot sikerhet.
Genom tillgdng till diversifierad upplaning
och god 16ptidsmatchning mellan tillgdngar
och skulder, begriansar Bolaget dven struktu-
rell likviditetsrisk. Detta ger de nodvindiga
forutsattningarna for att ticka nyutlaning,

omséttningar och finansieringsforfall dven
under forsamrade marknadsforhdllanden.

Operativ risk ar en del av Bolagets verk-
samhet och kan inte helt undvikas. Daremot
kan Kommuninvest genom en god styrning
och kontroll minska sannolikheten for dess
intrdffande och reducera de konsekvenser som
kan uppsta till f6ljd av operativ risk. Strate-
giska risker minimeras genom att strategiska
beslut fattas pa val underbyggd analys och att
beslut av strategisk art ofta fattas av styrelsen.
Bolaget har en process for att utveckla strate-
giska mal som styrelsen faststiller.

Det huvudsakliga ansvaret for att verksam-
heten bedrivs i enlighet med géllande regel-
verk vilar pd den operativa verksamheten.
Funktionen for regelefterlevnad bidrar bade
proaktivt genom rad och stdd till den opera-
tiva verksamheten och reaktivt genom under-
sokningar och kontroller av hanteringen.
Infor varje nytt ar gors en analys 6ver Bolagets
regelefterlevnadsrisker, och utifrin den analy-
sen tas en plan fram for funktionens kom-
mande arbete. Planen faststélls av vD och
rapporteras till Bolagsstyrelsen. Bolagets
intressentrisk hanteras genom att Bolaget
sakerstaller en sund riskkultur som bygger pa
den kommunala viardegrunden, regelefterlev-
nad och en god intern styrning och kontroll.
En analys av risknivdn genomfors regelbundet
och rapporteras till styrelse, vD och foretags-
ledning.

Hallbarhetsrisker hanteras genom att
beakta ekonomisk, social och miljomassig
hallbarhet i hela verksamheten. Krav utgar
fran nationella och internationella regelverk
och riktlinjer inom omradena miljo- och kli-
mat, korruption, manskliga rattigheter,
arbetsvillkor eller affarsetik. En analys av
risknivdn genomfors regelbundet och rappor-
teras till styrelse, vD och foretagsledning.

En beskrivning av Bolagets riskexponering
samt riskhantering finns pa sidorna 37—41 i
Kommuninvests drsredovisning for ar 2021,
samt i Risk- och kapitalhanteringsrapporten
som finns tillgdnglig pd www.kommuninvest.
se. Inga visentliga forandringar har skett efter
publicering av dessa.
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Medarbetare

Antalet medarbetare har minskat under perio-
den och uppgar till 99 personer, jamfort med
109 personer vid arsskiftet. Medelantalet
anstdllda under perioden var 96 (96 under
2021). Pandemirestriktionerna slapptes i
huvudsak i mars. Kommuninvest dtergick da
till ett kontorsbaserat arbetssitt. Samtidigt
som det fortfarande finns digitala och hybrida
inslag fungerar kontoret nu aterigen som det
sjalvklara navet i verksamheten. Rekrytering
och kompetensutveckling har i stort sett skett
enligt plan.

Styrelse

Vid drsstimman den 31 mars 2022 omvaldes
samtliga ledamoter i styrelsen. Styrelsen
bestér av Ellen Bramness Arvidsson (ord-
forande), Mats Filipsson, Lars Heikensten,
Anette Henriksson, Catrina Ingelstam, Erik
Langby, Kristina Sundin Jonsson samt arbets-
tagarrepresentanterna Mattias Bokenblom
och Kristin Ekblad.

Transaktion 09222115557474910328
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Ledning

Vid periodens slut bestod Bolagets verkstal-
lande ledning (vL) av Tomas Werngren (verk-
stallande direktor), Maria Viimne (vice verk-
stallande direktor och affarschef), Patrick
Nimander (ekonomi- och finanschef), Malin
Waldenstrom (HR-chef), Britt Kerkenberg
(riskchef), Jens Larsson (chefsjurist) och
Annica Berggren (tf 1T-chef). I februari manad
lamnade Christofer Ulfgren (11-chef) sin
anstillning i bolaget och ersattes av Annica
Berggren.

Héndelser efter balansdagen
Inga visentliga handelser har intraffat efter
rapportperiodens utging.

Kommuninvest
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Resultatrakning

Mnkr Not 2022 jan-jun 2021 jan-jun 2021 jan-dec
Ranteintakter berdknade enligt effektivrantemetoden 682,3 510,4 997,3
Ovriga ranteintakter 6,5 1,1 1,0
Rantekostnader beraknade enligt effektivrantemetoden -360,6 -136,5 -275,3
Ovriga réantekostnader -24,1 -18,0 -42,2
RANTENETTO 2 304,1 357,0 680,8
Erhallna utdelningar - - 2,1
Provisionskostnader -5,7 -5,6 -11,4
Nettoresultat av finansiella transaktioner -395,7 -102,1 47,6

varav bortbokade tillgangar vérderade till upplupet anskaffningsvérde 0,2 1,0 2,5
Ovriga rérelseintakter 3 5,6 4,4 10,2
SUMMA RORELSEINTAKTER -91,7 253,7 729,3
Allmanna administrationskostnader -119,7 -126,3 -247,8
Av- och nedskrivningar pa immateriella anladggningstillgangar -3,2 -3,2 -6,4
Av- och nedskrivningar pa materiella anlaggningstillgangar -0,9 -1,3 -2,5
Ovriga rérelsekostnader -130,0 -1,3 -2,8
SUMMA KOSTNADER -253,8 -132,1 -259,5
RESULTAT FORE KREDITFORLUSTER -345,5 121,6 469,8
Kreditforluster, netto 4 -1,0 2,6 6,3
RORELSERESULTAT -346,5 124,2 476,1
Skatt = -27,0 -100,5
PERIODENS RESULTAT -346,5 97,2 375,6

Rapport over totalresultat

Mnkr 2022 jan-jun 2021 jan-jun 2021 jan-dec
PERIODENS RESULTAT -346,5 97,2 375,6
Ovrigt totalresultat - - l
TOTALRESULTAT -346,5 97,2 375,6
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Balansrakning

Mnkr Not 2022-06-30 2021-06-30 2021-12-31
TILLGANGAR
Kassa och tillgodohavanden hos centralbanker 48 927,7 26194,8 7672,5
Belaningsbara statsskuldférbindelser 5 43141,3 42191,6 30724,1
Utlaning till kreditinstitut 5 1755,6 1529,9 1334,7
Utlaning 5 462783,2 454 357,7 460 650,3
Obligationer och andra rantebarande vardepapper 5 14 803,1 15090,7 15529,8
Aktier och andelar i dotterféretag 42,0 42,0 42,0
Derivat 5,6 23863,5 23803,0 5729,3
Immateriella tillgangar 21,6 28,0 24,7
Materiella tillgangar 5,2 6,5 6,0
Aktuell skattefordran 87,8 95,1 79,0
Ovriga tillgangar 7 22878 7336,0 2428,0
Forutbetalda kostnader och upplupna intakter 45,1 51,2 41,3
SUMMA TILLGANGAR 597 763,9 549 726,5 524 261,7
SKULDER, AVSATTNINGAR OCH EGET KAPITAL
Skulder och avséttningar
Skulder till kreditinstitut 5 6172,6 1566,4 2777
Emitterade vardepapper 5 557 106,6 528 381,6 506 080,1
Derivat 5,6 2199,7 9351,3 3851,4
Vardefoérandring pa rantesakrad post i portfoljsakring 2483,3 106,1 381,8
Ovriga skulder 8 20490,7 1483,5 4005,0
Upplupna kostnader och férutbetalda intakter 35,1 36,2 43,4
Avsattningar 0,0 0,0 0,0
Summa skulder och avséttningar 588 488,0 540925,1 514 639,4
Eget kapital
Bundet eget kapital
Aktiekapital 8975,0 8200,0 8975,0
Pagaende nyemission - - -
Fond for utvecklingsutgifter 21,6 27,6 24,7
Reservfond 17,5 17,5 17,5
Fritt eget kapital
Fri éverkursfond 155,0 - 155,0
Balanserat resultat 453,3 459,1 74,5
Periodens resultat -346,5 97,2 375,6
Summa eget kapital 9275,9 8801,4 9622,3
SUMMA SKULDER, AVSATTNINGAR OCH EGET KAPITAL 597 763,9 549 726,5 524 261,7
) Kommuninvest i Sverige AB, org. nr. 556281-4409  Delarsrapport 2022
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Redogorelse for forandringar

I eget kapital

Bundet eget kapital

Fritt eget kapital

Totalt eget kapital

Fond for Balanserad
Pagaende utvecklings- Reserv- Fri vinsteller Periodens

Mnkr Aktiekapital nyemission utgifter! fond? o6verkursfond forlust resultat

Ingaende eget kapital 2022-01-01 8975,0 0,0 24,7 17,5 155,0 74,5 375,6 9622,3

Periodens resultat -346,5 -346,5

Periodens férandring fond for

utvecklingsutgifter -3,1 -3,1 -

Ovrigt totalresultat -
Summa totalresultat - - -3,1 - - -3,1 -346,5 -346,5

Transaktioner med dgare

Vinstdisposition 375,6 -375,6 -

Nyemission -
Summa transaktioner med dgare - - - - - 375,6 -375,6 -

Utgaende eget kapital 2022-06-30 8975,0 0,0 21,6 17,5 155,0 453,3 -346,5 9275,9
Ingaende eget kapital 2021-01-01 7100,0 1100 30,4 17,5 - 276,6 179,7 8704,2
Periodens resultat 97,2 97,2
Periodens forandring fond for
utvecklingsutgifter -2,8 2,8 -
Ovrigt totalresultat -
Summa totalresultat - - -2,8 - - 2,8 97,2 97,2
Transaktioner med dgare
Vinstdisposition 179,7 -179,7 -
Nyemission 1100 -1100 -
Summa transaktioner med dgare 1100 -1100 - - - 179,7 -179,7 -
Utgaende eget kapital 2021-06-30 8200,0 - 27,6 17,5 - 459,1 97,2 8801,4
Ingaende eget kapital 2021-01-01 7100,0 1100,0 30,4 17,5 - 276,6 179,7 8704,2
Periodens resultat 375,6
Periodens forandring fond for

utvecklingsutgifter -5,7 5,7 -
Ovrigt totalresultat -
Summa totalresultat - - -5,7 - - 57 375,6 375,6
Transaktioner med dgare
Vinstdisposition 179,7 -179,7 0,0
Nyemission 1875,0 1875,0
Fri 6verkursfond 155,0 155,0
Pagaende nyemission -1100,0 -1100,0
Koncernbidrag -488,0 -488,0
Skatteeffekt pa koncernbidrag 100,5 100,5
Summa transaktioner med dgare 1875,0 -1100,0 155,0 -207,8 -179,7 542,5
Utgdende eget kapital 2021-12-31 8975,0 - 24,7 17,5 155,0 74,5 375,6 9622,3

1) Fond for utvecklingsutgifter motsvarar aktiverade egenupparbetade utvecklingskostnader som forts om fran balanserad vinst eller forlust,
justerat med en proportionell andel av avskrivningen som forts tillbaka fran fonden till fritt eget kapital.

2) Reservfond avser tidigare lagstadgad avsattning till bundet eget kapital. Kravet avskaffades ar 2016 och tidigare gjorda avsattningar star kvar.

For ytterligare information om eget kapital se Ekonomisk redogorelse, avsnitt Eget kapital pa sidan 14.
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Kassaflodesanalys

Mnkr 2022 jan-jun 2021 jan-jun 2021 jan-dec
Den I6pande verksamheten
Rorelseresultat -346,5 124,2 476,1
Justering fér poster som inte ingar i kassaflodet 401,0 105,5 -40,2
Betald inkomstskatt -8,8 -43,1 -
45,7 186,6 435,9
Forandring av likviditetsportfolj -11789,1 -15447,6 -4 4437
Férandring av utlaning -12894,4 -10078,7 -17 824,3
Forandring av 6vriga tillgdngar 136,3 9106,7 14024,8
Forandring av évriga skulder 16 349,9 605,0 3408,5
Kassafléde fran den Ipande verksamheten -8 151,6 -15628,0 -4398,8

Investeringsverksamheten

Forvarv avimmateriella tillgdngar - -0,4 -0,4
Forvarv av materiella tillgangar -0,2 -1,0 -1,7
Kassaflode fran investeringsverksamheten -0,2 -1,4 -2,1

Finansieringsverksamheten

Emission av rantebarande vardepapper 127 709,0 114143,4 173761,3
Forfall och aterkdp av rantebarande vardepapper -78 008,1 -91876,4 -181607,9
Nyemission - - 930,0
Foérandring av skuldférhallanden inom Koncernen 127,5 485,8 -276,9
Kassafldde fran finansieringsverksamheten 49 828,4 22752,8 -7 193,5
Periodens kassaflode 41 676,6 71234 -11594,4
Likvida medel vid periodens boérjan 9007,3 20601,7 20601,7
Likvida medel vid periodens slut 50683,9 27725,1 9007,3

Likvida medel bestarisin helhet av kassa och tillgodohavanden hos centralbanker samt utlaning till kreditinstitut vilka
vid anskaffningstillfallet har en loptid om hogst 3 manader samt &r utsatta for en obetydlig risk for vardefluktuationer.

Justeringar for poster som ej ingar i kassaflédet

Av- och nedskrivningar 4,1 4,5 8,9
Kursdifferenser fran férandring av finansiella anlaggningstillgdngar 0,4 0,6 1,1
Orealiserade marknadsvardesférandringar 395,5 102,9 -43,9
Kreditférluster, netto 1,0 -2,5 -6,3
Summa 401,0 105,5 -40,2

Betalda och erhallna réntor som ingar i kassaflédet
Erhallen rantat 477,7 515,7 1163,3
Erlagd rénta? -302,5 -126,2 -561,8

1) Som erhallen ranta redovisas de betalningar som har betalats och erhallits for Bolagets utlaning och placeringar samt de betalningar
som betalats och erhallits avseende derivatkontrakt som anvénts for att sékra Bolagets utlaning och placeringar.

2) Som erlagd ranta redovisas de betalningar som har betalats och erhallits for Bolagets upplaning samt de betalningar som betalats
och erhallits avseende derivatkontrakt som anvants for att sékra Bolagets upplaning.
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Noter

Alla belopp anges i miljoner kronor i den mén inte annat uttryckligen anges.

Not1 Redovisningsprinciper

Overensstammelse med normgivning och lag

Nya och dndrade lagar, standarder och tolkningar

Kommuninvests deldrsrapport dr upprattad med tillimpning som trétt i kraft

av reglerna om deldrsrapport i Lag om &rsredovisning i kredit- Redovisningsprinciperna och berdkningsmetoderna i delars-
institut och vardepappersbolag (ARKL) samt Finansinspektio- rapporten dr i allt vasentligt oférandrat jamfort med drsredo-
nens foreskrifter och allminna rdd om &rsredovisning i kredit- visningen 2021. Under 2022 har inga nya och dndrade lagar,
institut och virdepappersbolag (FFFs 2008:25). Detta innebir standarder och tolkningar som tritt i kraft haft ndgon visent-
att samtliga av EU godkidnda 1¥Rs och uttalanden f6ljs s& ldngt lig pdverkan pd Kommuninvests resultat, stillning, upplys-
det dr mojligt, inom ramen for ARKL och med de tilligg och ningar, kapitalkrav, kapitalbas eller stora exponeringar.

undantag som anges i FFFs 2008:25. Vidare har rekommenda-
tioner frdn Rddet for finansiell rapportering, Redovisning for
juridiska personer (RFR 2), tillimpats. I enlighet med ARKL 7
kap 6a har Kommuninvest valt att ej uppratta koncernredovis-
ning, se not I1.

Not 2 Rintenetto

2022 jan-jun

2021 jan-jun

2021 jan-dec

Réanteintakter

Réanteintakter enligt effektivréantemetoden 682,3 510,4 997,3
varav utldning 650,9 507,9 10033
varav rdntebdrande vérdepapper 31,4 2,5 -6,0

Ovriga ranteintakter 6,5 1,1 1,0

Summa 688,8 511,5 998,3

Varav: rénteintékt fran finansiella poster ej varderade till verkligt vérde via resultatrékningen 847,1 722,0 716,7

Réntekostnader

Réntekostnader enligt effektivrantemetoden -360,6 -136,5 -275,3
varav skulder till kreditinstitut 2,2 -16,2 -22,0
varav emitterade védrdepapper -354,9 -1174 -247,3
varav utldning, negativ utlaningsrénta -3,5 -2,9 -6,0

Ovriga réantekostnader -24,1 -18,0 -42,2

Summa -384,7 -154,5 -317,5

Varav: réntekostnad fran finansiella poster ej virderade till verkligt vérde via resultatrdkningen -995,1 -798,4 -344,5

Rantenetto 304,1 357,0 680,8

I denna not redovisas intidkter som positivt och kostnader Sverige. For mer information om periodens riantenetto,

som negativt. Kommuninvest anser att samtliga intdkter och se Ekonomisk redogorelse pé sidan 2.

kostnader ar hanforliga till det land dar Bolaget har sitt séte;

Kommuninvest i Sverige AB, org. nr. 556281-4409 Delarsrapport 2022
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Not 3 Ovrigarérelseintikter

2022 jan-jun 2021 jan-jun 2021 jan-dec

Intékter fran avtal med kunder 4,7 4,0 8,7
Ovriga rérelseintakter 0,9 0,4 1,5
Summa 5,6 4,4 10,2

Not 4

Kreditforluster, netto

Samtliga intdkter frdn avtal med kunder avser intakter frin en
finansforvaltningstjanst som erbjuds medlemmar i Kommun-
invest Ekonomisk forening. Tjdnsten innebdr att kunderna
sjdlva kan skapa en 6versikt av sina finansiella positioner.
Samtliga intdkter harror fran en kundkategori vilken bestar
av kommuner eller regioner som dr medlemmar i Kommun-
invest Ekonomisk forening och alla kunder verkar pd samma
geografiska marknad, Sverige. Samtliga avtal behandlas pd
portfoljnivd, ger kund rétt till &tkomst till en tjanst och presta-
tionsatagandet uppfylls over tid. Samtliga avtal striacker sig
over ett kalenderdr.

Kreditforluster och Covid-19

Kommuninvest foljer lopande den finansiella utvecklingen
bland medlemmarna och kunderna. Coronapandemin paver-
kar olika kunder olika mycket. Kommuninvest f6ljer noggrant
utvecklingen och speciellt statens insatser till kommuner och

regioner samt hur motparterna kommer att paverkas pa sikt.
Kommuninvest ser dock inte att pandemin kommer leda till
ndgra realiserade kreditforluster.

Fordndringar av bruttoredovisat virde

2022-06-30 Ingdende balans Start under perioden  Férfall under perioden  Utgadende balans
Kassa och tillgodohavanden hos centralbanker 7672,5 48 927,7 -7672,5 48 927,7
Belaningsbara statsskuldférbindelser 30724,1 985 447,8 -973030,6 43141,3
Utlaning till kreditinstitut 1334,7 6083,5 -5662,6 1755,6
Utlaning 460 650,3 78170,0 -76 037,0 462 783,3
Obligationer och rantebarande vardepapper 15529,8 24 075,0 -24801,7 14 803,1
Poster utanfér balansrakningen 357,1 80021,2 -77 852,2 2526,1
Summa 516 268,5 1222725,2 -1165 056,6 573937,1
2021-12-31 Ingaende balans Start under perioden  Forfall under perioden Utgaende balans
Kassa och tillgodohavanden hos centralbanker 18931,9 7672,5 -18931,9 7672,5
Belaningsbara statsskuldférbindelser 25199,2 1575093,4 -1569568,5 30724,1
Utlaning till kreditinstitut 1290,2 68728,7 -68684,2 1334,7
Utlaning 3357457 560542,2 -435637,6 460650,3
Obligationer och rantebarande vardepapper 8036,9 18676,1 -11183,2 15529,8
Poster utanfoér balansrakningen 1691,5 74 473,0 -75807,4 357,1
Summa 390 895,4 2305185,9 -2179812,8 516 268,5

Transaktion 09222115557474910328
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Not 4 forts.
Forandring av reserveringar for kreditforluster
Ingdende Startunder Férfall under Férindrade Forandrade Utgaende
2022-06-30 balans perioden perioden riskvariabler modeller balans
Kassa och tillgodohavanden hos centralbanker 0,1 - -0,3 - - -0,2
Belaningsbara statsskuldférbindelser -0,1 -1,1 2,8 -1,7 - -0,1
Utlaning till kreditinstitut -0,2 - -0,3 - - -0,5
Utlaning 1,1 -0,1 0,1 -0,3 = -1,4
Obligationer och rantebarande vardepapper -0,1 -1,7 0,1 1,5 - -0,2
Avsattningar for poster utanfér balansrakningen 0,0 0,0 0,0 0,0 - 0,0
Summa -1,4 -2,9 2,4 -0,5 - -2,4
Ingdende Startunder Forfall under Forandrade Férandrade Utgaende
2021-12-31 balans perioden perioden riskvariabler modeller balans
Kassa och tillgodohavande hos centralbanker -0,7 0,0 0,8 - - 0,1
Belaningsbara statsskuldférbindelser -0,8 -9,3 16,4 -6,9 0,5 -0,1
Utlaning till kreditinstitut -0,3 - - 0,1 - -0,2
Utlaning -5,9 -0,4 0,8 4,4 - 1,1
Obligationer och rantebarande vardepapper 0,0 -6,5 0,0 5,8 0,6 -0,1
Avsattningar for poster utanfér balansrakningen 0,0 -0,3 0,4 -0,1 - 0,0
Summa -7,7 -16,5 18,4 3,3 1,1 -1,4
Not5 Finansiellatillgangar och skulder
Finansiella instrument fordelade pa virderingskategori
Upplupet Redovisat Verkligt
2022-06-30 anskaffningsvarde Verkligt varde via resultatrdkningen varde vdrde
Verkligt virde  Derivat som anvéands
Handel Obligatorisk option isdkringsredovisning
Finansiella tillgangar
Kassa och tillgodohavanden hos
centralbanker 48927,7 - - - - 48927,7 48927,7
Belaningsbara statsskuldférbindelser 39807,8 - - 3333,5 - 43141,3 431376
Utlaning till kreditinstitut 1755,6 . = = = 17556 1755,6
Utlaning 328835,5 = = 1339477 - 462783,2 458382,8
Obligationer och andra
rantebarande vardepapper 3766,2 - - 11036,9 - 14803,1 14804,0
Derivat = = 23649,1 = 214,4 23863,5 23863,5
Ovriga finansiella tillgdngar 2285,3 - - - - 2285,3 2285,3
Summa 425 378,1 - 23649,1 148 318,1 214,4 597 559,7 593 156,5
Finansiella skulder
Skulder till kreditinstitut* 6172,6 5 = = = 61726 6172,6
Emitterade vardepapper! 361935,0 - - 195171,6 - 557106,6 556136,1
Derivat = 2034,7 = = 165,0 2199,7 2199,7
Vardeférandring pa rantesakrade
poster i portféljsakring 24833 - - - - 2483,3 24833
Ovriga finansiella skulder 20 359,3 - - - - 20359,3 20359,3
Summa 390 950,2 2034,7 - 195171,6 165,0 588321,5 587 351,0
Kommuninvest i Sverige AB, org. nr. 556281-4409 Delarsrapport 2022 )
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Upplupet Redovisat Verkligt
2021-12-31 anskaffningsvarde Verkligt vdrde via resultatrdkningen varde varde

Verkligt virde Derivat som anvands
Handel Obligatorisk option isdkringsredovisning

Finansiella tillgangar
Kassa och tillgodohavanden hos
centralbanker 7672,5 - - - - 7672,5 7672,5
Beldningsbara statsskuldférbindelser 29072,1 - - 1652,0 - 307241 307241
Utlaning till kreditinstitut 1334,7 - - - - 1334,7 1334,7
Utlaning 351749,0 - - 108901,3 - 460650,3 460462,7
Obligationer och andra
rantebarande vardepapper 6537,0 - - 8992,2 - 155298 15532,8
Derivat - - 5485,7 - 243,6 5729,3 5729,3
Ovriga finansiella tillgdngar 24177 - - - - 24177 24177
Summa 398 783,0 - 5485,7 119 546,1 243,6 524058,4 523873,8
Finansiella skulder
Skulder till kreditinstitut® 2777 - - - - 277,7 277,7
Emitterade vardepapper! 349 319,4 - - 156 760,7 - 506080,1 507 840,9
Derivat - 3576,7 - - 274,7 3851,4 3851,4
Vardefoérandring pa rantesakrade
poster i portfoljsakring 381,8 381,8 381,8
Ovriga finansiella skulder 4002,4 - - - - 4002,4 4002,4
Summa 353981,3 3576,7 - 156 760,7 274,7 514593,4 516 354,2

1) Upplaningens nominella belopp, det vill séga det belopp som ska inforfrias pa forfallodagen uppgar till 591855,3 (509 910,9) mnkr.

Berdkning av verkligt viarde

Allmdint

Verkligt varde-berdkningar ska for finansiella instrument
uppdelas enligt foljande tre nivaer:

Niva 1: virdering sker enligt priser noterade pa en aktiv
marknad for samma instrument.

Niva 2:  virdering sker utifrdn direkt eller indirekt observer-
bar marknadsdata som inte inkluderas i niva 1.

Niva 3: virdering sker utifrin icke-observerbar marknads-

data, med betydande inslag av egna och externa
uppskattningar.

En del av de finansiella instrumenten i Kommuninvests
skuldportfolj och likviditetsreserv handlas pé en aktiv mark-
nad med noterade priser enligt niva 1. For merparten av reste-
rande del av skuldportfoljen, likviditetsreserven, all utlaning
och derivat som inte handlas pa en aktiv marknad med note-
rade priser, anvinds accepterade och vil inarbetade varderings-
tekniker for att bestimma verkligt virde baserat pa observer-
bar marknadsinformation enligt niva 2. For en liten del av
finansiella instrument i Kommuninvests skuldportfolj har
indata som inte dr observerbara i marknaden eller egna bedom-
ningar visentlig effekt pa varderingen och dessa instrument
klassificeras dirigenom i nivd 3.

Utlaning

Verkligt virde har berdknats genom att diskontera forviantade
framtida kassafloden med en diskonteringsrinta satt till swap-
rantan justerad med aktuella nyutldningsmarginaler. Detta
innebér att om nyutldningsmarginalen stiger, blir verkligt varde
lagre pd befintlig utldning och omvant vid lagre marginal.

Transaktion 09222115557474910328

Belaningsbara statsskuldforbindelser samt obligationer

och andra rintebdrande virdepapper

For virdering av virdepapper anvinds tillgdngens noterade
kopkurs. Om handel bedoms ske pa en aktiv marknad klassi-
ficeras virderingen i niva 1, for 6vriga virdepapper i nivé 2.

Skulder till kreditinstitut, emitterade virdepapper

Uppléning virderas pd samma sitt som av marknadsdeltagare
som innehar skulden som tillgdng, antingen genom noterade
marknadspriser eller genom en diskontering av forviantade
framtida kassafloden. Diskonteringsrantan har satts till swap-
rantan justerad for aktuella uppldningsmarginaler fér upp-
laningens struktur och marknad genom att anvinda sekundar-
marknadsspreadar pa liknande emissioner utgivna av Kommun-
invest alternativt aktuella nyuppldningsmarginaler. For upp-
laningar i andra valutor 4n SEK, EUR och USD sitts aktuell
uppldningsmarginal till uppldningsmarginalen i USD med till-
lagg for valutabasisspreaden mellan aktuell valuta och USD.
Marknadspriser som anvinds for virderingen dr midpriser.
Uppladning dir handel bedoms ske pa en aktiv marknad klassi-
ficeras i niva 1. Uppldningar som virderas till noterade priser
som inte bedoms handlas pa en aktiv marknad, klassificeras i
niva 2. Aven uppliningar som virderas baserat pa diskonterade
framtida kassafloden klassificeras i niva 2, forutom de uppla-
ningar dar forvintade framtida kassafloden beror pa bety-
dande icke-observerbar marknadsdata, vilka klassificeras
inivd 3. Medlemmarnas borgensforbindelse paverkar virde-
ringen av uppldningen genom att borgensfoérbindelsen beaktas
av marknadsaktorer och dirigenom paverkar noterade mark-
nadspriser och aktuella upplaningsmarginaler.

Kommuninvest i SverigEe AB, org. nr. 556281-4409 Delarsrapport 2022
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Derivat
Standardiserade derivat i form av FrRA-kontrakt kopplade till
1MM-dagar som handlas pd en aktiv marknad varderas enligt
nivé 1. Verkligt viarde pd ovriga derivat berdknas genom en dis-
kontering av forvantade framtida kassafloden som sker med
midpris i relevant referensrinta for den aktuella valutan. I de
fall framtida forviantade kassafloden beror pa betydande icke
observerbara marknadsdata eller inslag av egna bedémningar
klassificeras derivaten i nivé 3, i annat fall klassificeras de i
nivd 2. Samtliga derivat som klassificeras i niva 3 ar trans-
aktionsmatchande swappar till upplaningar som klassificeras
iniva 3. Diskonteringsrantan har satts till den aktuella note-
rade swaprantan i respektive valuta. For valutaswappar har
diskonteringsrintan justerats med aktuella basisswapspreadar.
Kreditvirdighetsjustering for derivat, cvA, ar marknads-
virdet pd den forvintade forlusten av motpartsrisker for deri-
vat. I virderingen tas hansyn till de riskreducerande dtgirder
som Kommuninvest vidtagit, sisom nettningsavtal (1sDA avtal)
samt avtal om sidkerhetsutbyte (csa avtal). Nettningsavtal och
sakerhetsutbyten reducerar den forviantade exponeringen vid
en motparts fallissemang. For den del av Kommuninvests deri-
vatkontrakt som clearas hos central clearingmotpart stills
dessutom initiala marginalsakerheter, vilket innebir dnnu ett
steg i att reducera motpartsrisken. For dessa derivatkontrakt
berdknas inte cva. For derivatkontrakt som inte clearas hos
central clearingmotpart berdknas och bokférs cva.
Skuldvirdesjustering for derivat, Dva, motsvarar den kredit-
vardighetsjustering Kommuninvests derivatmotparter har
genom sin exponering mot Kommuninvest. Genom den solida-
riska borgen och medlemmarnas hoga kreditvirdighet utgor
skuldvirdesjusteringen ett immateriellt belopp.

Utlaning till kreditinstitut, 6vriga tillgangar och ovriga skulder
For dessa poster ar det redovisade virdet en godtagbar approx-
imation av det verkliga virdet. Utlaning till kreditinstitut
bestar av bankkonton samt repotransaktioner med en loptid
om maximalt sju dagar. Ovriga tillgangar och 6vriga skulder
bestar huvudsakligen av stdllda/erhéllna kontantsikerheter,
kundfordringar och leverantorsskulder, 6ppna poster samt
koncerninterna fordringar och skulder.

Visentliga antaganden och osikerbetsfaktorer

Kommuninvest har anvint de virderingstekniker som bast
bedomts spegla virdet pa Bolagets tillgdngar och skulder. For-
andringar i underliggande marknadsdata skulle kunna inne-
bara forandringar i resultat- och balansrakningen vad giller de
orealiserade marknadsvirdena. Virderingskurvorna bestims
dven utifrdn aktuella upp- och utldningsmarginaler dir ckade
marginaler pd utlining leder till orealiserade forluster da
befintliga affarer blir mindre virda. Kommuninvest har enbart
en marginell exponering mot swaprintor och eftersom
Kommuninvest sikrar 6vriga marknadsrisker ar det forand-
ringar i upp- och utldningsmarginaler, basisswapspreadar,
samt kreditspreadar pd innehav i likviditetsreserven som ger
upphov till marknadsvirdesforandringarna.

En hojning av utlaningspriset, i forhdllande till swaprantor,
med 1o bp pd de tillgdngar som redovisas till verkligt virde
skulle innebidra en forandring i resultatet om —258 (-195) mnkr.
En hojning av uppldningskostnaden, i forhéllande till swap-
rantor, med 1o bp pa de skulder som virderas till verkligt virde
skulle innebidra en forandring av resultatet om +285 (+224)
mnkr. En parallellférskjutning av utldnings- och upplanings-
priset, i forhéllande till swaprantor, uppéat respektive nedét
med 10 bp skulle innebira en resultatférindring med +/—27
(+/-29) mnkr. En forskjutning av viarderingskurvan uppit
respektive nedat med 1o bp for de finansiella instrument som
virderas enligt nivd 3 skulle innebira en resultatférandring
med +/-15 (+/-17) mnkr.

Samtliga forandringar ovan avser 2022-06-30 (jimforelse-
talen avser 2021-12-31) och dr exklusive skatteeffekt. Piverkan
pa eget kapital sker med hiansyn till skatteeffekten. Alla mark-
nadsvirdeseffekter dr orealiserade och eftersom Kommun-
invest har for avsikt att halla tillgdngarna och skulderna till
forfall innebar detta att dessa varden normalt sett inte realise-
ras. Undantagsfall dr dterkop av upplaningar eller utldningar,
som alltid sker pd initiativ av investerare respektive kunder,
vilka leder till att marknadsvirdena realiseras.

Osdkerhet i virderingen pd grund av ej observerbar indata
Indata som inte dr observerbar i marknaden utgors av korre-
lationer mellan marknadsdata samt volatiliteter pa loptider
langre dn de for vilka observerbar marknadsdata finns att till-
gd. Instrument som pédverkas av ej observerbar indata utgors
av emitterade strukturerade virdepapper med mojlighet till
fortidsinlosen och de derivat som pa transaktionsniva sikrar
dessa. Mottagarbenet i ett sidant derivat utgors alltid av
kupongerna i det emitterade virdepapperet och betalbenet

av en interbankrinta +/- en fast marginal.

Resultatpaverkan fran dessa kontrakt uppkommer nar
Kommuninvests uppldningsmarginaler for denna typ av
upplaning forandras. Hur stor forandringen blir beror pa den
forvantade dterstdende 16ptiden i kontrakten, vilken i sin tur
beror pa ej observerbar indata. Den resultatpdverkan frin ej
observerbar indata som uppkommer kan dirfor hianforas till
hur indatan paverkar den uppskattade dterstidende loptiden pa
kontrakten.

Kommuninvest har beriknat durationen till 1,8 4r men upp-
skattar att ej observerbara indata under rimliga forhéllanden
leder till en genomsnittlig duration pd den i fortid uppsagnings-
bara uppldningen i intervallet 1,0 till 2,9 4r. Detta skulle ha en
resultatpdverkan i intervallet 0,3 till —=3,9 mnkr.

Virdeforandring pa grund av forandrad kreditrisk

Genom den solidariska borgen for Kommuninvests uppléning
som medlemmarna i Kommuninvest Ekonomisk forening
lamnar anses Kommuninvests egen kreditrisk vara férsumbar.
En forandring av Kommuninvests egen kreditrisk anses endast
uppkomma vid hindelser sisom exempelvis en storre ned-
gradering av Bolagets rating, eller en betydande forandring

av medlemmarnas borgensforbindelse som skulle minska
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Not § forts.
medlemmarnas kollektiva ansvar for Bolagets dtaganden. Inga Forindrade virderingsmodeller
sddana hindelser eller forandringar har intriffat varfor samt- Virderingsmodellerna dr oforandrade sedan forra arsskiftet.
liga variationer i uppldningsmarginaler och dirav uppkomna Detta innebir dven att inga forandringar av virderingsmodel-
vardeforandringar pd uppldningar anses bero pé generella for- ler har foranletts av de senaste drens turbulens. For tidigare
andringar i marknadspriset pa kredit- och likviditetsrisk och forandringar se Kommuninvests drsredovisning 2021, not 25.
inte fran forindring i Kommuninvests egen kreditrisk.
Kreditrisken i utliningen anses vara densamma som Godkdnnande av virderingsmodeller
Kommuninvests egen kreditrisk. Ingen del av vardeforand- Virderingsmodeller som anvinds faststills av cro och redo-
ringen i utldningen anses ddrigenom hérrora fran forandrad visas for Bolagets ALcoO, Asset and Liability Committee, samt
kreditrisk. styrelsen. Ekonomiavdelningen dr ansvarig for varderings-
Tillgdngarna i likviditetsreserven dr av mycket hog kredit- processen inklusive viarderingsmodellerna.
vardighet. En forandring i kreditrisk som pdverkar virderingen Avdelningen Risk och Kontroll dr ansvarig for att siker-
bedéms for dessa intriffa forst vid betydande nedgraderingar. stilla en oberoende kontroll av kvaliteten i virderingsmodeller
Sadana nedgraderingar har inte intriffat for ndgon av emitten- och marknadsdata som anvinds vid virderingen.

terna varfor inga virdeforandringar i likviditetsreserven anses
hédrrora fran forandrad kreditrisk.

Finansiella instrument varderade till verkligt virde i balansrikningen

2022-06-30 Niva 1 Niva 2 Niva 3 Summa
Finansiella tillgangar

Belaningsbara statsskuldférbindelser - 3333,5 - 3333,5
Utlaning - 133947,7 - 133947,7
Obligationer och andra

rantebarande vardepapper 2161,9 8875,0 - 11036,9
Derivat - 23779,7 83,8 23863,5
Summa 2161,9 169 936,0 83,8 172181,6
Finansiella skulder

Emitterade vardepapper 122 031,1 68 789,2 4351,3 195171,6
Derivat - 506,1 1693,6 2199,7
Summa 122 031,1 69 295,3 6044,9 197 371,3
2021-12-31 Nivd1l Niva 2 Nivé 3 Summa
Finansiella tillgangar

Belaningsbara statsskuldférbindelser - 1652,0 - 1652,0
Utlaning - 108901,3 - 108901,3
Obligationer och andra

rantebdrande vardepapper 5941,8 3051,1 - 8992,9
Derivat - 5638,2 91,1 5729,3
Summa 5941,8 119 242,6 91,1 125 275,5

Finansiella skulder
Skulder till kreditinstitut - - - -

Emitterade vardepapper 112586,9 39024,4 5149,7 156 760,8
Derivat - 3284,2 567,2 3851,4
Summa 112 586,9 42 308,4 5716,9 160612,2

Kommuninvest SverigEeAB org. nr. 556281-4409 Delarsrapport 2022
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Overforing mellan nivder pa instrument redovisade till verkligt virde

Redovisat varde Redovisat varde

2022-06-30 2021-12-31
Tillgangar
Till niva 1 fran niva 2 = -
Till niva 2 fran niva 1 3067,6 -
Skulder
Till niva 1 fran niva 2 - -
Till niva 2 franniva 1 51375,4 31929,0

Kommuninvest ser lopande 6ver kriterierna for nivdindelning
av finansiella tillgdngar och skulder som virderas till verkligt
virde. Rorelserna ar hianforliga variation i de indikatorer Kom-
muninvest anviander for gransdragning mellan niva 1 och 2.

Rorelseriniva 3

I tabellen nedan presenteras en avstimning mellan ingdende
och utgiende balans for sidana finansiella instrument som vir-
derats till verkligt virde i balansrikningen med utgdngspunkt

Indikatorerna visar antalet observationer och deras standard-
avvikelse for obligationspriser samt specifikt antal exekverbara
prisnoteringar. Overféringarna anses ha skett 2022-06-30 res-
pektive 2021-12-31 for foregdende period.

frdn en varderingsteknik som bygger pa icke-observerbar
indata (niva 3). Vardefordandring i niva 3 f6ljs upp lopande
under perioden.

Derivat Derivat Emitterade
tillgdngar skulder vardepapper Totalt
Oppningsbalans 2022-01-01 91,1 -567,2 -5149,7 -5625,8
Redovisade vinster och forluster:
- redovisat i resultatrakningen (nettoresultat av finansiella
transaktioner) -7,3 -1126,4 1120,0 -13,7
Upptagna lan/Emissioner 0,0 0,0
Periodens forfall -321,6 -321,6
Utgaende balans 2022-06-30 83,8 -1693,6 -4 351,3 -5961,1
Vinster och forluster redovisade i resultatrakningen
(nettoresultat av finansiella transaktioner) for tillgangar
som ingar i den utgaende balansen 2022-06-30 9,9 -293,1 269,2 -14,0
Derivat Derivat Emitterade
tillgangar skulder vardepapper Totalt
Oppningsbalans 2021-01-01 485,1 -389,9 -7 664,4 -7 569,2
Redovisade vinster och forluster:
- redovisat i resultatrakningen (nettoresultat av finansiella
transaktioner) -393,9 -177,3 569,0 -2,2
Upptagna Ian/Emissioner -4993,4 -4993,4
Arets forfall 6939,3 6939,3
Utgaende balans 2021-12-31 91,2 -567,2 -5149,5 -5625,5
Vinster och férluster redovisade i resultatrdkningen
(nettoresultat av finansiella transaktioner) for tillgangar som
ingar i den utgaende balansen 2021-12-31 7,6 -213,1 202,1 -3,4

Eftersom instrumenten i nivé 3 ar sikrade pa transaktionsbasis
och varje upplaningspaket beter sig som ett uppldningspaket
iniva 2 analyseras virdeférindringarna i nivd 3 p samma sitt
sominiva 2.
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Not 6

Information om finansiella tillgangar och skulder som ér féremal for kvittning

Kommuninvest kvittar tillgdngar och skulder i balansrak-
ningen om en legal ritt till kvittning foreligger och om avsikten
ir att nettoreglera posterna, vilket uppstdr for Kommuninvests
derivattillgdngar och derivatskulder gentemot centrala mot-
parter for clearing.

Kommuninvests icke clearade derivat ir s kallade otc-
derivat, det vill siga de ir ej handlade pa en bors utan gors
under 1sDA (International Swaps and Derivatives Association)
Master-avtal. Till ispa-avtalet har ett tilliggsavtal, csa (Credit
Support Annex), tecknats med en betydande del av motpar-
terna. csA-avtal reglerar ritten att inhdmta sikerheter for att
eliminera exponeringen.

For icke clearade derivat gjorda under 1spA Master-avtal nettas
i storsta mojliga utstrackning alla betalningsfloden med en
motpart som forfaller under en och samma dag, inom varje
valuta till ett nettobelopp som ska betalas frén en motpart till
en annan. For specifika hindelser, sisom utebliven betalning,
konkurs etc. avslutas alla affarer med motparten, en viardering
gors och reglering sker netto.

1sDA Master-avtal uppfyller inte kriterierna for kvittning
i balansrikningen dd den legala kvittningsratten enbart
giller i en angiven typ av betalningsinstillelse, insolvens
eller konkurs.

Relaterade belopp som inte kvittas i balansrdakningen

Bruttobelopp Belopp
for finansiella som kvittas Nettobelopp
tillgangar och i balans- redovisade Finansiella Lamnad (+)/Erhéllen(-)  Lamnad (+)/Erhallen (-)
2022-06-30 skulder rakningen' ibalansrdkningen instrument  sdkerhet-vardepapper kontantsdkerhet Nettobelopp
Tillgangar
Derivat 37482,7 -13619,2 23 863,5 -1341,1 -166,7 -19709,2 2646,5
Repor = = =
Skulder
Derivat -23170,9 20971,2 -2199,7 13411 = 838,7 -19,9
Repor -6159,6 -6 159,6 6159,6 -
Totalt 8152,2 7 352,0 15504,2 0,0 5992,8 -18 870,4 2626,6
Relaterade belopp som inte kvittas i balansrdakningen
Bruttobelopp Belopp
for finansiella som kvittas Nettobelopp
tillgdngar och ibalans- redovisade Finansiella Lamnad (+)/Erhallen(-)  Lamnad (+)/Erhéllen (-)
2021-12-31 skulder rakningen! ibalansrdkningen instrument sakerhet-virdepapper kontantsdkerhet Nettobelopp
Tillgangar
Derivat 102511 -4521,8 5729,3 -2104,0 -400,8 -3077,2 147,3
Repor - - -
Skulder
Derivat -6929,0 3077,6 -3851,4 2104,0 - 1569,2 -178,2
Repor -277,6 -277,6 277,6 0,0
Totalt 3044,5 -1444,2 1600,3 0,0 -123,2 -1508,0 -30,9

1 I det kvittade beloppet for derivatskulder ingar kontantséakerheter om 7 352,0 (1444,2)) mnkr.

Not 7 Ovrigatillgangar

Not 8 &vrigaskulder

2022-06-30 2021-06-30 2021-12-31

2022-06-30 2021-06-30 2021-12-31

Fordran dotterbolag - - 2,1
Stalld marginalsakerhet 2271,0 72276 2414,4
Ovriga tillgdngar 16,8 108,4 11,5
Summa 22878 7336,0 2428,0

Kommuninvest stiller marginalsikerheter for derivat clearade
hos central clearingmotpart, vilka nettas per motpart och
valuta i balansrikningen. Se vidare not 6. Bolaget stiller dven
kontantsikerheter for derivat som ej har clearats hos central
motpart for clearing for vilka kvittningsritt ej foreligger.
Dessa tas darmed upp till fullo i balansrikningen.

Transaktion 09222115557474910328

Skuld till moderférening 615,5 762,7 488,0
Erhallen marginalsékerhet 19709,2 711,3 3503,3
Ovriga skulder 166,0 9,5 13,7
Summa 20490,7 1483,5 4005,0

Skuld till moderforening, Kommuninvest Ekonomisk foérening,
avser koncernbidrag samt medlemsinsatser, som for Forening-
ens rikning hanteras av Bolaget och som dnnu inte 6verforts
till Bolaget i form av nytt aktiekapital.

Kommuninvest erhdller sikerheter for derivat clearade hos
en central motpart for clearing, vilka nettas per motpart och
valuta i balansrikningen, se vidare not 6. Bolaget erhaller dven
kontantsikerheter for derivat som ej har clearats hos central
motpart for clearing for vilka kvittningsratt ej foreligger och
ddrmed tas upp till fullo i balansrakningen.
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Not 9

Kapital

KAPITALTACKNING

Kraven pé kapitaltickning berdknas enligt tillsynsforord-
ningen (EU) nr 575/2013, ocksd kallad crr (Capital Require-
ments Regulation), som ir direkt tillimplig i Sverige samt
kapitaltackningsdirektivet EU 2013/36, som genomfors i svensk

ritt genom lagar och F1:s foreskrifter. Finansinspektionen

beslutade den 28 september 2021 att hoja buffertvirdet till
1 procent med tillimpning fran och med den 29 september
2022. Fram till dess giller det buffertvirde pa o procent som
har tillimpats sedan den 16 mars 2020.

Kapitalbas 2022-06-30 2021-06-30 2021-12-31
Kapitalinstrument?® 8975,0 8200,0 8975,0
Ej utdelade vinstmedel? 283,4 486,7 629,8
Ackumulerat annat totalresultat och andra reserver 17,5 17,5 17,5
Kdrnprimarkapital fore lagstiftningsjusteringar 9275,9 8704,2 9622,3
Ytterligare vardejusteringar -209,8 -205,9 -218,9
Immateriella tillgangar -6,2 -2,3 -4,2
Sammanlagda lagstiftningsjusteringar av kiarnprimarkapital -216,0 -208,2 -223,1
Summa kdrnprimarkapital 9059,9 8496,0 9399,2
Primérkapitaltillskott - - -
Summa primdrkapital 9059,9 8496,0 9399,2
Summa supplementérkapital - - -
Totalt kapital 9059,9 8496,0 9399,2
1) Foéren narmare beskrivning avingaende instrument, se arsredovisning fér 2021, sidan 57.
2022-06-30 2021-06-30 2021-12-31
Risk- Kapital- Kapital- Risk- Kapital- Kapital- Risk- Kapital- Kapital-
Kapitalkrav, Pelare 1 exponering krav, % kravkr exponering krav, % krav kr exponering krav, % krav kr
Kapitalkrav for kreditrisker
(schablonmetoden) 482,7 8% 38,6 434,7 8% 34,8 383,9 8% 30,7
varav exponeringar mot institut 367,6 8% 29,4 306,0 8% 24,5 2671 8% 21,4
varav exponeringar mot féretag 1151 8% 9,2 128,7 8% 10,3 116,8 8% 9,3
Operativa risker, basmetoden 1137,5 8% 91,0 13371 8% 107,0 11375 8% 91,0
Kreditvardighetsjustering 1635,4 8% 130,8 1023,9 8% 81,9 845,3 8% 67,6

Totalt riskexponeringsbelopp
och minimikapitalbelopp

3255,6 8,0% 260,4

2795,7 8,0% 223,7

2366,7 8,0% 189,3

Kapitaltackningsrelationer 2022-06-30 2021-06-30 2021-12-31
Karnprimarkapitalrelation 278,3% 303,9% 397,1%
Primarkapitalrelation 278,3% 303,9% 397,1%
Total kapitalrelation 278,3% 303,9% 397,1%
Sarkild kapitalbaskrav for andra risker

an risken for alltfér 13g bruttosoliditet? 2022-06-30* 2021-06-30? 2021-12-31*
Ytterligare Kapitalbaskrav karnprimarkapital 42,1% 1369,6 42,1% 1176,2 42,1% 995,7
Ytterligare Kapitalbaskrav, priméarkapital 14,0 % 456,5 14,0% 392,0 14,0% 331,8
Ytterligare Kapitalbaskrav sekundarkapital 18,7% 608,8 18,7% 523,0 18,7% 4426
Totalt sarskild kapitalbaskrav for andra risker

&n risken for alltfér l1ag bruttosoliditet 74,8% 2434,9 74,8% 2091,2 74,8% 1770,1

1) Enligt Finansinspektionens beslut 2021-09-24, i samband med ¢versyn och utvardering med sarskilda kapitalbaskrav likviditetskrav och Pelare 2-végledning

2) Enligt Finansinspektionens ¢vervagande om beslut 2021-06-30, i samband med éversyn och utvardering med sarskilda kapitalbaskrav likviditetskrav och Pelare 2-vagledning.
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Not 9 forts.

Kombinerat buffertkrav 2022-06-30 2021-06-30 2021-12-31
Kapitalkonserveringsbuffert 2,5% 81,4 2,5% 69,9 2,5% 59,2
Kontracyklisk buffert - - - - - -
Systemriskbuffert - - - - - -
Summa buffertkrav 2,5% 81,4 2,5% 69,9 2,5% 59,2
Karnprimarkapital tillgdangligt att anvandas

som buffert 195,5% 6 364,6 221,1% 6181,4 314,4% 7439,8
Totalt riskbaserat kapitalbaskrav 2022-06-30* 2021-06-30? 2021-12-31*
Kapitalbaskrav enligt Pelare 2 8,0% 260,4 8,0% 223,7 8,0% 189,3
Kapitalbaskrav, Pelare 2 krav 74,8% 24349 74,8% 2091,2 74,8% 1770,1
Kombinerat buffertkrav 2,5% 81,4 2,5% 69,9 2,5% 59,2
Pelare 2 vagledning - - - - - -
Totalt riskbaserat kapitalbaskrav 85,3% 2776,7 85,3% 2384,8 85,3% 2018,5

1) Enligt Finansinspektionens beslut 2021-09-24, i samband med ¢versyn och utvardering med sarskilda kapitalbaskrav likviditetskrav och Pelare 2-vagledning

2) Enligt Finansinspektionens ¢vervagande om beslut 2021-06-30, i samband med 6versyn och utvardering med sarskilda kapitalbaskrav likviditetskrav och Pelare 2-vagledning.

Ovrig information som skall limnas enligt CRR del dtta samt

se rapport under Risk- och kapitalhantering pA Kommuninvests

Finansinspektionens foreskrifter och allmdnna rdd om drsredo- ~ webbplats.

visning i kreditinstitut och virdepappersbolag, FFFs 2008:25,

BRUTTOSOLIDITET

Bruttosoliditet 2022-06-30 2021-06-30 2021-12-31
Balansomslutning 597 763,9 549726,5 524 261,7
Avgar tillgangsbelopp som dragits av for att faststalla karnprimarkapital -216,0 -208,2 -223,1
Justering for derivatinstrument -14912,6 -3555,6 -2176,8
Avdrag i form av exponering till medlemmar och deras bolag -462 783,2 -454 357,7 -460650,3
Tillkommer méjlig riskférandring repotransaktioner 69,5 - 0,7
Total exponering 119921,6 91605,0 61212,2
Primérkapital, beréknad med dvergangsregler, se avsnitt Kapitaltackning 9059,9 8496,0 9399,2
Bruttosoliditet 7,55% 9,27% 15,36%
Bruttosoliditet kapitalbaskrav 2022-06-30* 2021-06-30? 2021-12-31*
Kapitalbaskrav enligt Pelare 1 3,0% 3597,6 3,0% 2748,2 3,0% 1836,4
Kapitalbaskrav, Pelare 2 krav - - - - - -
Pelare 2 vagledning - - - - - -
Total bruttosoliditet kapitalbaskrav 3,0% 3597,6 3,0% 2748,2 3,0% 1836,37

1) Enligt Finansinspektionens beslut 2021-09-24, i samband med ¢versyn och utvardering med sarskilda kapitalbaskrav likviditetskrav och Pelare 2-vagledning

2) Enligt Finansinspektionens ¢vervagande om beslut 2021-06-30, i samband med éversyn och utvardering med sarskilda kapitalbaskrav likviditetskrav och Pelare 2-vagledning.

INTERNT BEDOMT KAPITALBEHOV

Skillnaden mellan Bolagets interna bedomning och Finans-
inspektionens kapitalbaskrav samt vigledning i pelare 2 utgors
framst av kapitalbehovet for alltfor 1ag bruttosoliditet. Bolaget
bedomer att det finns ett kapitalbehov for risken for alltfor lag
bruttosoliditetsgrad, motsvarande skillnaden mellan o,7 pro-

cent bruttosoliditetsgrad och 6vriga riskjusterade kapitalbehov
inklusive buffertar i pelare 1 och pelare 2. Finansinspektionens
bedomning ar att Pelare 2-vigledning avseende bruttosoliditet
behover uppfyllas pa gruppniva men ej for Bolaget pd individ-

niva.

Internt bedomt kapitalbehov 2022-06-30 2021-06-30 2021-12-31
Kapitalbehov, Pelare 2

Kreditrisk 32,4 17,1 31,6
Marknadsrisker 1771 1665,8 1434,7
Kapitalbuffert Pelare 2 984,2 1060,4 1006,0
Totalt internt bedomt kapitalbehov Pelare 2,

exKl. risken for alltfér 1ag bruttosoliditet 27876 2743,3 2472,3
Internt bedémt kapitalbehov fér risken for alltfor 1ag bruttosoliditetsgrad 958,6 810,3 934,0
Totalt internt beddmt kapitalbehov Pelare 2 3746,2 3553,6 3406,3

Kommuninvests interna kapitalutvirdering ligger till grund for
det internt bedomda kapitalbehovet. Fér mer information om

Transaktion 09222115557474910328

Bolagets interna kapitalutvirdering och kapitalplan, se drsre-

dovisningen 2021 sidorna 39-

40.
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Not 9 forts.

LIKVIDITET

Likviditetstackningsgrad, Liquidity Coverage Ratio (LCR) 2022-06-30 2021-06-30 2021-12-31
Totalt hogkvalitativa tillgangar, High-quality liquid assets (HQLA) (viktat varde) 73983,0 72 259,6 70061,2
Kassautfloden - totalt viktade varden 35455,7 34046,7 32734,3
Kassainfléden - totalt viktade varden 11491,3 13382,0 9494,8
Nettokassautfléden (justerat varde) 23893,1 21090,3 23365,1
Likviditetstackningskvot, % 354,7 433,4 318,1
Stabil nettofinansieringskvot, Net Stable Funding Ratio (NSFR) 2022-06-30 2021-06-30 2021-12-31
Totalt tillganglig stabil finansiering 431 082,8 418 538,9 412542,7
Totalt behov av stabil finansiering 293728,5 279799,7 288744,0
NSFR-kvot, % 146,8% 146,8% 143,0%

Not 10 Transaktioner med narstaende

Transaktioner med nirstdende framgar av not 24 i drsredo-
visning 2021 fér Kommuninvest i Sverige AB. Inga visentliga
forandringar har skett i relationer eller transaktioner med
nirstiende jamfort med det som beskrivits i drsredovisningen
for 2021.

Not 11 Koncernredovisning

Kommuninvest i Sverige AB dger sedan 1 januari 2012
Kommuninvest Fastighets AB vilket innebar att Kommuninvest
iSverige AB dr en koncern med Kommuninvest i Sverige AB som
moderbolag och Kommuninvest Fastighets AB som dotterbo-
lag. Verksamheten i Kommuninvest Fastighets AB bestdr i sin
helhet av att 4ga samt forvalta byggnaden dar Kommuninvest

i Sverige AB bedriver sin verksamhet. I enlighet med ARKL 7 kap
6a upprattar Kommuninvest i Sverige AB inte koncernredovis-
ning eftersom dotterbolaget dr av ringa betydelse for att ge en
rittvisande bild av stillning och resultat. Kommuninvest
Fastighets AB har en balansomslutning om 46,1 (45,9) mnkr,
eget kapital om 42,8 (42,0) mnkr och ett resultat for de forsta
sex mdnaderna om 0,8 (1,3) mnkr.

Not 12 Handelser efter balansdagen

Inga visentliga hindelser har intriffat efter rapportperiodens
utgang.
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ALTERNATIVA NYCKELTAL

Alternativa nyckeltal

Kommuninvest i Sverige AB har i denna deldrsrapport valt

att presentera ett antal alternativa nyckeltal som inte dr

definierade eller anges i tillampliga regler for finansiell

rapportering. Dessa alternativa nyckeltal har definierats

i enlighet med riktlinjer fran European Securities and

Markets Authority (EsmA).

2022 2021 2021
Alternativt nyckeltal Definition Avstimning jan-jun jan-jun jan-dec
Operativt resultat Rérelsens resultat reducerat med resultat Rérelseresultat -346,5 124,2 476,1
av orealiser_adeﬂ njarknadsy_érd_esférénd- Resultat av orealiserade
ringar som ingar i resultatrakningsposten marknadsvardesforandringar 395,5 102,9 43,9
Nettoresultat av finansiella transaktioner —
samt forvantade kreditforluster. Nyckel- Kreditférluster, netto 1,0 -2,6 6,3
talet &r av intresse for att visa Kommun- Operativt resultat 50,0 224,5 425,9
invests underliggande intjaningsférmaga.
2022 2021 2021
Alternativt nyckeltal Definition Avstimning jan=jun jan=jun jan-dec
Bruttosoliditet inklusive Kommuninvests primarkapital dividerat Total exponering enligt nuvarande
utlaning till medlemmar med bruttoexponeringsbeloppet exklu- regelverk 119921,6 91605,0 61212,2
och deras bolag sive avdrgg for exp(zngring iformav Exponering i form av utl&ning till
Kommuninvests utlaning till medlemmar  meglemmar och deras bolag 464083,0 4579915 460909,2
och deras bolag. Nyckeltalet &r relevant -
for att visa att Kommuninvest med god Total exponering 584 004,6 549596,5 522121,4
marginal klarar Finansinspektionens o . .
bruttosoliditetskrav och Pelare 2-vagled- ~ Primarkapital, beraknat med
ning som fér gruppen uppgar till 1 %. dvergangsregler 9059,9 8496,0 9399,2
Bruttosoliditet inklusive
utlaning till medlemmar
och deras bolag 1,55% 1,55% 1,80%
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Underskrifter av styrelsen

Underskrifter av styrelsen

Styrelsen forsdkrar att denna deldrsrapport ger en rattvisande oversikt av Bolagets verksamhet,
stillning och resultat samt beskriver visentliga risker och osidkerhetsfaktorer som Bolaget star infor.

Orebro den 23 augusti 2022

Ptz

Ellen Bramness Arvidsson

Ordforande
. A -/ f
Lars Heikensten Catrina Ingelstam Mats Filipsson
Styrelseledamot Styrelseledamot Styrelseledamot

) 9\% &'ﬁlﬁq Jadis Joage~

Erik Langby Kristina Sundin Jonsson Anette Henriksson
Styrelseledamot Styrelseledamot Styrelseledamot

Nklon Rebrt U—~‘E\-’

Mattias Bokenblom Kristin Ekblad
Arbetstagarrepresentant Arbetstagarrepresentant

O~

Tomas Werngren
Verkstillande direktor

Rapporten innebdller sadan information som Kommuninvest ska offentliggora enligt
lagen om vardepappersmarknaden och/eller lagen om bhandel med finansiella instrument.
Informationen ldmnades for offentliggorande den 23 augusti 2022, kl. 16.00.
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REVISORS GRANSKNINGSRAPPORT

Revisors granskningsrapport

Till Styrelsen i Kommuninvest i Sverige AB (publ).

Orgnr 556281-4409

Inledning

Vi har utfort en oversiktlig granskning av deldrsrapporten
for Kommuninvest i Sverige AB (publ) per 30 juni 2022
och den sexmdanadersperiod som slutade per detta datum.
Det ar styrelsen och den verkstillande direktoren som

har ansvaret for att uppratta och presentera denna delars-
rapport i enlighet med lag om drsredovisning i kredit-
institut och virdepappersbolag. Vart ansvar ar att uttala
en slutsats om denna deldrsrapport grundad pa var 6ver-
siktliga granskning.

Den éversiktliga granskningens inriktning och omfattning
Vi har utfort var oversiktliga granskning i enlighet med
International Standard on Review Engagements ISRE 2410
Oversiktlig granskning av finansiell deldrsinformation
utford av foretagets valda revisor. En oversiktlig gransk-
ning bestar av att gora forfragningar, i forsta hand till
personer som ar ansvariga for finansiella frigor och redo-
visningsfrigor, att utféra analytisk granskning och att

vidta andra 6versiktliga granskningsatgirder. En 6versiktlig
granskning har en annan inriktning och en betydligt mindre
omfattning jamfort med den inriktning och omfattning
som en revision enligt International Standards on Auditing
och god revisionssed i 6vrigt har. De granskningsatgarder
som vidtas vid en 6versiktlig granskning gor det inte mojlige
for oss att skaffa oss en sidan sikerhet att vi blir medvetna
om alla viktiga omstandigheter som skulle kunna ha blivit
identifierade om en revision utforts. Den uttalade slut-
satsen grundad pd en oversiktlig granskning har darfor
inte den sdkerhet som en uttalad slutsats grundad pa en
revision har.

Slutsats

Grundat pa var oversiktliga granskning har det inte kom-
mit fram nagra omstdndigheter som ger oss anledning att
anse att deldrsrapporten inte, i allt vasentligt, 4r upprattad
ienlighet med lag om drsredovisning i kreditinstitut och
viardepappersbolag.

Orebro den 23 augusti 2022

KPMG AB

for Ve

Anders Tagde
Auktoriserad revisor
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Pa Kommuninvests webbplats, www.kommuninvest.se, kan
du ldsa mer om Kommuninvest, vara tjdnster och nyheter som
paverkar ekonomi och finanser for kommuner och regioner.
Pa webbplatsen finner du bland annat:

* Anmalan till det nyhetsbrev som varje vecka ger en
aktuell uppdatering kring Kommuninvest och den
kommunala ekonomin

* Rapporter om kommunal ekonomi

Medlemstidningen Dialog
* Inloggning till finansférvaltningsverktyget Kl Finans

« Information till investerare

KOMMUNINVEST

Postadress: Box 124, 70142 Orebro. Besdksadress: Fenixhuset, Drottninggatan 2, Orebro.
Telefon: 010-470 87 00. Telefax: 019-12 11 98. E-post: férnamn.efternamn@kommuninvest.se
www.kommuninvest.se
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      163.116.168.116

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Johanna Anderson (JA) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2022-08-24 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (bramness@getmail.no) to Ellen Bramness Arvidsson (EBA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (lars.heikensten@hotmail.com) to Lars Heikensten (LH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (cingelstam@gmail.com) to Catrina Ingelstam (CI). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (erik@eriklangby.se) to Erik Langby (EL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kristina.sundinjonsson@skelleftea.se) to Kristina Sundin Jonsson (KSJ). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (mattias.bokenblom@kommuninvest.se) to Mattias Bokenblom (MB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (kristin.ekblad@kommuninvest.se) to Kristin Ekblad (KE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (tomas.werngren@kommuninvest.se) to Tomas Werngren (TW). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (matsfili@hotmail.com) to Mats Filipsson (MF). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:42.004134 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anette@sverige.net) to Anette Henriksson (AH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 12:16:45.523668 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ellen Bramness Arvidsson (EBA) was delivered.

      


    

  



  

  

    		2022-08-23 12:16:45.54113 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Catrina Ingelstam (CI) was delivered.

      


    

  



  

  

    		2022-08-23 12:16:45.559142 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mattias Bokenblom (MB) was delivered.

      


    

  



  

  

    		2022-08-23 12:16:51.345522 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Lars Heikensten (LH) was delivered.

      


    

  



  

  

    		2022-08-23 12:16:51.363997 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erik Langby (EL) was delivered.

      


    

  



  

  

    		2022-08-23 12:16:51.382742 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristina Sundin Jonsson (KSJ) was delivered.

      


    

  



  

  

    		2022-08-23 12:16:51.401232 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Kristin Ekblad (KE) was delivered.

      


    

  



  

  

    		2022-08-23 12:16:51.41937 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Tomas Werngren (TW) was delivered.

      


    

  



  

  

    		2022-08-23 12:16:51.437903 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Mats Filipsson (MF) was delivered.

      


    

  



  

  

    		2022-08-23 12:16:51.456363 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anette Henriksson (AH) was delivered.

      


    

  



  

  

    		2022-08-23 12:17:03.250574 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kristin.ekblad@kommuninvest.se was opened.

      


    

  



  

  

    		2022-08-23 12:17:09.411816 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kristina.sundinjonsson@skelleftea.se was opened.

      


    

  



  

  

    		2022-08-23 12:17:11.182981 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      83.253.248.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/104.0.5112.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kristin Ekblad (KE) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:17:27.218037 UTC ±33 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to tomas.werngren@kommuninvest.se was opened.

      


    

  



  

  

    		2022-08-23 12:17:32.051703 UTC ±34 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      91.192.254.197

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The party Tomas Werngren (TW) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:17:37.634266 UTC ±34 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      83.253.248.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/104.0.5112.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        Kristin Ekblad (KE) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Sofia Ingrid Kristin Ekblad

    
ID number: 

  197508181406



  

  

  

  

  

    
IP: 83.253.248.36

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:17:38.117942 UTC ±34 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      83.253.248.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/104.0.5112.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kristin Ekblad (KE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:17:48.162373 UTC ±34 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      91.192.254.197

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        Tomas Werngren (TW) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Jan Tomas Werngren

    
ID number: 

  196101026216



  

  

  

  

  

    
IP: 91.192.254.197

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:17:48.56063 UTC ±34 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      91.192.254.197

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The party Tomas Werngren (TW) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:18:18.027653 UTC ±34 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      91.192.254.197

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The signatory Tomas Werngren (TW) signed in the signature box “Signatur 10”.
[image: signature]O~







The box’s placement in the Main Document:		Page		X		Y

		34		0.360		0.749



 

      


    

  



  

  

    		2022-08-23 12:18:29.764164 UTC ±34 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      91.192.254.197

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Tomas Werngren (TW) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: Jan Tomas Werngren

  
ID number: 

  196101026216



  
IP: 91.192.254.197






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 12:21:14.159362 UTC ±37 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      163.116.168.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36 Edg/103.0.1264.77

      

    

    		

      

        The party Mattias Bokenblom (MB) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:21:41.602277 UTC ±37 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      163.116.168.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36 Edg/103.0.1264.77

      

    

    		

      

        Mattias Bokenblom (MB) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Mattias Bokenblom

    
ID number: 

  197308246656



  

  

  

  

  

    
IP: 91.192.254.197

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:21:42.075262 UTC ±37 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      163.116.168.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36 Edg/103.0.1264.77

      

    

    		

      

        The party Mattias Bokenblom (MB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:22:34.961255 UTC ±38 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      163.116.168.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36 Edg/103.0.1264.77

      

    

    		

      

        The signatory Mattias Bokenblom (MB) signed in the signature box “Signatur 8”.
[image: signature]Ml Rtat







The box’s placement in the Main Document:		Page		X		Y

		34		0.248		0.637



 

      


    

  



  

  

    		2022-08-23 12:22:40.515347 UTC ±38 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      163.116.168.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.5060.134 Safari/537.36 Edg/103.0.1264.77

      

    

    		

      

        The document was signed by Mattias Bokenblom (MB) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: Mattias Bokenblom

  
ID number: 

  197308246656



  
IP: 91.192.254.197






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 12:23:35.860146 UTC ±39 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      95.203.245.66

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Kristina Sundin Jonsson (KSJ) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:23:55.732292 UTC ±39 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      95.203.245.66

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        Kristina Sundin Jonsson (KSJ) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: KRISTINA SUNDIN JONSSON

    
ID number: 

  196702038586



  

  

  

  

  

    
IP: 90.235.70.27

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:23:56.221755 UTC ±39 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      95.203.245.66

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Kristina Sundin Jonsson (KSJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:24:40.084013 UTC ±40 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to bramness@getmail.no was opened.

      


    

  



  

  

    		2022-08-23 12:24:40.104366 UTC ±40 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik@eriklangby.se was opened.

      


    

  



  

  

    		2022-08-23 12:24:41.275486 UTC ±40 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      77.16.60.51

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The party Ellen Bramness Arvidsson (EBA) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:24:45.907717 UTC ±40 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to matsfili@hotmail.com was opened.

      


    

  



  

  

    		2022-08-23 12:24:46.938359 UTC ±40 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Safari/605.1.15

      

    

    		

      

        The party Erik Langby (EL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:25:13.110184 UTC ±40 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.136.212

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The party Mats Filipsson (MF) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:25:22.339984 UTC ±40 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      77.16.60.51

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        Ellen Bramness Arvidsson (EBA) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: ELLEN BRAMNESS ARVIDSSON

    
ID number: 

  196410182965



  

  

  

  

  

    
IP: 77.16.56.247

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:25:22.898368 UTC ±40 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      77.16.60.51

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The party Ellen Bramness Arvidsson (EBA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:26:21.326734 UTC ±41 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Safari/605.1.15

      

    

    		

      

        The party Erik Langby (EL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:26:27.860128 UTC ±41 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to cingelstam@gmail.com was opened.

      


    

  



  

  

    		2022-08-23 12:26:30.069249 UTC ±41 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      78.79.251.109

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The party Catrina Ingelstam (CI) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:26:53.665919 UTC ±41 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      2.69.222.43

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.1 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anette Henriksson (AH) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:26:55.63133 UTC ±41 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Safari/605.1.15

      

    

    		

      

        Erik Langby (EL) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: ERIK LANGBY

    
ID number: 

  195102280210



  

  

  

  

  

    
IP: 83.185.40.48

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:26:56.181411 UTC ±41 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Safari/605.1.15

      

    

    		

      

        The party Erik Langby (EL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:26:56.201627 UTC ±41 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      78.79.251.109

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        Catrina Ingelstam (CI) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: CATRINA INGELSTAM

    
ID number: 

  196101200027



  

  

  

  

  

    
IP: 78.79.251.109

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:26:58.470294 UTC ±41 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      78.79.251.109

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The party Catrina Ingelstam (CI) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:27:02.716812 UTC ±41 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      77.16.60.51

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The signatory Ellen Bramness Arvidsson (EBA) signed in the signature box “Signatur 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		34		0.371		0.297



 

      


    

  



  

  

    		2022-08-23 12:27:13.433896 UTC ±42 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      77.16.60.51

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Ellen Bramness Arvidsson (EBA) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: ELLEN BRAMNESS ARVIDSSON

  
ID number: 

  196410182965



  
IP: 77.16.56.247






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 12:27:15.981605 UTC ±42 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      95.203.245.66

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The party Kristina Sundin Jonsson (KSJ) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:28:07.285553 UTC ±42 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.152.75

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anette Henriksson (AH) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:28:24.469217 UTC ±43 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.152.75

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        Anette Henriksson (AH) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: ANETTE HENRIKSSON

    
ID number: 

  196110293906



  

  

  

  

  

    
IP: 94.191.152.75

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:28:24.878118 UTC ±43 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.152.75

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anette Henriksson (AH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:28:36.904882 UTC ±43 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.136.212

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The party Mats Filipsson (MF) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:28:59.025263 UTC ±43 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.136.212

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        Mats Filipsson (MF) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Mats Eric Wangström Filipsson

    
ID number: 

  195808260177



  

  

  

  

  

    
IP: 94.191.136.212

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:28:59.628868 UTC ±43 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.136.212

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The party Mats Filipsson (MF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:29:07.994692 UTC ±43 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.152.75

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anette Henriksson (AH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:29:08.286541 UTC ±43 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.152.75

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anette Henriksson (AH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:29:15.350575 UTC ±43 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.136.212

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The party Mats Filipsson (MF) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:29:48.355275 UTC ±44 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      78.79.251.109

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The signatory Catrina Ingelstam (CI) signed in the signature box “Signatur 5”.
[image: signature]GOL LS







The box’s placement in the Main Document:		Page		X		Y

		34		0.381		0.409



 

      


    

  



  

  

    		2022-08-23 12:30:00.804482 UTC ±44 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      78.79.251.109

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The document was signed by Catrina Ingelstam (CI) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: CATRINA INGELSTAM

  
ID number: 

  196101200027



  
IP: 78.79.251.109






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 12:31:35.625025 UTC ±45 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      95.203.245.66

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The signatory Kristina Sundin Jonsson (KSJ) signed in the signature box “Signatur 7”.
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The box’s placement in the Main Document:		Page		X		Y

		34		0.382		0.525



 

      


    

  



  

  

    		2022-08-23 12:31:38.367602 UTC ±45 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      95.203.245.66

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/14.1.2 Safari/605.1.15

      

    

    		

      

        The document was signed by Kristina Sundin Jonsson (KSJ) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: KRISTINA SUNDIN JONSSON

  
ID number: 

  196702038586



  
IP: 90.235.70.27






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 12:32:10.525596 UTC ±46 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.152.75

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Anette Henriksson (AH) signed in the signature box “Signatur 4”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		34		0.640		0.525



 

      


    

  



  

  

    		2022-08-23 12:32:22.305401 UTC ±46 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to cingelstam@gmail.com was opened.

      


    

  



  

  

    		2022-08-23 12:32:23.754163 UTC ±46 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.152.75

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Anette Henriksson (AH) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: ANETTE HENRIKSSON

  
ID number: 

  196110293906



  
IP: 94.191.152.75






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 12:32:34.354146 UTC ±46 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erik@eriklangby.se was opened.

      


    

  



  

  

    		2022-08-23 12:32:36.32492 UTC ±46 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The party Erik Langby (EL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:32:45.996168 UTC ±46 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Erik Langby (EL) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:32:55.362727 UTC ±46 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Mobile/15E148 Safari/604.1

      

    

    		

      

        Erik Langby (EL) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: ERIK LANGBY

    
ID number: 

  195102280210



  

  

  

  

  

    
IP: 83.185.40.48

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:32:55.885098 UTC ±46 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The party Erik Langby (EL) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:33:32.273615 UTC ±47 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The signatory Erik Langby (EL) signed in the signature box “Signatur 6”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		34		0.136		0.526



 

      


    

  



  

  

    		2022-08-23 12:33:44.180942 UTC ±47 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      90.238.102.22

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.5 Safari/605.1.15

      

    

    		

      

        The document was signed by Erik Langby (EL) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: ERIK LANGBY

  
ID number: 

  195102280210



  
IP: 83.185.40.48






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 12:33:48.5596 UTC ±47 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.136.212

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The signatory Mats Filipsson (MF) signed in the signature box “Signatur 2”.
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The box’s placement in the Main Document:		Page		X		Y

		34		0.633		0.408



 

      


    

  



  

  

    		2022-08-23 12:34:00.855836 UTC ±47 ms

    		2022-08-23 11:37:53.263869 UTC

    		

      94.191.136.212

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6.1 Safari/605.1.15

      

    

    		

      

        The document was signed by Mats Filipsson (MF) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: Mats Eric Wangström Filipsson

  
ID number: 

  195808260177



  
IP: 94.191.136.212






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 12:43:44.099372 UTC ±6 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to kristin.ekblad@kommuninvest.se was opened.

      


    

  



  

  

    		2022-08-23 12:43:46.065735 UTC ±6 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      83.253.248.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/104.0.5112.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Kristin Ekblad (KE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:44:06.437625 UTC ±7 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      83.253.248.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/104.0.5112.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Kristin Ekblad (KE) signed in the signature box “Signatur 9”.
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The box’s placement in the Main Document:		Page		X		Y

		34		0.516		0.637



 

      


    

  



  

  

    		2022-08-23 12:44:17.57361 UTC ±7 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      83.253.248.36

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/104.0.5112.99 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Kristin Ekblad (KE) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: Sofia Ingrid Kristin Ekblad

  
ID number: 

  197508181406



  
IP: 83.253.248.36






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 12:54:08.374175 UTC ±15 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to lars.heikensten@hotmail.com was opened.

      


    

  



  

  

    		2022-08-23 12:54:27.793296 UTC ±15 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      94.234.113.152

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars Heikensten (LH) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 12:55:18.770973 UTC ±16 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      94.234.113.152

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        Lars Heikensten (LH) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: Lars Johan Heikensten

    
ID number: 

  195009130112



  

  

  

  

  

    
IP: 94.234.113.152

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 12:55:20.099913 UTC ±16 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      94.234.113.152

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars Heikensten (LH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:55:20.101802 UTC ±16 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      94.234.113.152

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars Heikensten (LH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 12:56:54.757708 UTC ±17 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      94.234.113.152

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars Heikensten (LH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 13:07:34.348504 UTC ±26 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      94.234.113.152

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Lars Heikensten (LH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 13:08:22.424418 UTC ±27 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      94.234.113.152

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Lars Heikensten (LH) signed in the signature box “Signatur 3”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		34		0.111		0.409



 

      


    

  



  

  

    		2022-08-23 13:10:48.020492 UTC ±29 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      94.234.113.152

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 15_6 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.6 Mobile/15E148 Safari/604.1

      

    

    		

      

        The document was signed by Lars Heikensten (LH) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: Lars Johan Heikensten

  
ID number: 

  195009130112



  
IP: 94.234.109.164






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 13:10:48.020492 UTC ±29 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anders.tagde@kpmg.se) to Anders Tagde (AT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

The invitation contained the following message: 
 Hej! 

Det har blivit dags att signera Kommuninvest i Sveriges delårsrapport för 2022. 

Hör av er om ni behöver hjälp med något. 

Mvh 
Johanna Anderson 
073-086 0221

      


    

  



  

  

    		2022-08-23 13:10:58.47738 UTC ±29 ms

    		2022-08-23 12:37:55.222446 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anders Tagde (AT) was delivered.

      


    

  



  

  

    		2022-08-23 14:10:32.645493 UTC ±29 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      83.185.45.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.5112.102 Safari/537.36 Edg/104.0.1293.63

      

    

    		

      

        The party Anders Tagde (AT) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 14:10:32.65149 UTC ±29 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      44.207.108.214

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.5112.102 Safari/537.36 Edg/104.0.1293.63

      

    

    		

      

        The party Anders Tagde (AT) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 14:10:53.219437 UTC ±29 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      93.177.72.5

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/103.0.0.0 Safari/537.36

      

    

    		

      

        The party Anders Tagde (AT) opened the view to verify their identity before viewing the document.

      


    

  



  

  

    		2022-08-23 14:12:04.452632 UTC ±30 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      83.185.45.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.5112.102 Safari/537.36 Edg/104.0.1293.63

      

    

    		

      

        Anders Tagde (AT) verified their 

  Swedish BankID

 identity through 

  CGI

  to access the document. 







Data returned from 

  CGI

:

  
Name: ANDERS TAGDE

    
ID number: 

  196610155159



  

  

  

  

  

    
IP: 83.185.45.150

  

  

  

  

  

  

  

  








Signature: 



  








Online Certificate Status Protocol (OCSP) Response:

  










      


    

  



  

  

    		2022-08-23 14:12:05.090419 UTC ±30 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      83.185.45.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.5112.102 Safari/537.36 Edg/104.0.1293.63

      

    

    		

      

        The party Anders Tagde (AT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 14:12:13.384995 UTC ±30 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      83.185.45.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.5112.102 Safari/537.36 Edg/104.0.1293.63

      

    

    		

      

        The party Anders Tagde (AT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 14:29:14.732678 UTC ±44 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      83.185.45.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.5112.102 Safari/537.36 Edg/104.0.1293.63

      

    

    		

      

        The party Anders Tagde (AT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 14:30:59.622204 UTC ±46 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      83.185.45.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.5112.102 Safari/537.36 Edg/104.0.1293.63

      

    

    		

      

        The party Anders Tagde (AT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2022-08-23 14:31:34.579351 UTC ±46 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      83.185.45.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.5112.102 Safari/537.36 Edg/104.0.1293.63

      

    

    		

      

        The signatory Anders Tagde (AT) signed in the signature box “Signatur 11”.
[image: signature]”"







The box’s placement in the Main Document:		Page		X		Y

		35		0.368		0.618



 

      


    

  



  

  

    		2022-08-23 14:31:38.688403 UTC ±46 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      83.185.45.150

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.5112.102 Safari/537.36 Edg/104.0.1293.63

      

    

    		

      

        The document was signed by Anders Tagde (AT) using 

  Swedish BankID

 through 

  CGI

 as the authentication method. 







The text signed in the 

  Swedish BankID

 client was:



Jag signerar dokumentet "KIAB_2022_SVE" med transaktionsnummer 9222115557474910328.










Data returned from 

  CGI

:

  
Name: ANDERS TAGDE

  
ID number: 

  196610155159



  
IP: 83.185.45.150






























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2022-08-23 14:31:38.688403 UTC ±46 ms

    		2022-08-23 13:37:57.529676 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)
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		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.2 patchlevel 8 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.13 ms

		standard deviation: 1.09 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈97.672%

		|e| < 5 ms: ≈99.999%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2022-07-12 22:05:14.728119 UTC and 2022-08-23 13:37:57.529676 UTC:







  		Time collected

  		Clock offset







  

    		2022-07-12 22:05:14.728119

    		-0.8 ms

  





  

    		2022-07-12 23:05:16.887228

    		-0.3 ms

  





  

    		2022-07-13 00:05:18.73143

    		1.5 ms

  





  

    		2022-07-13 01:05:20.591521

    		-1.0 ms

  





  

    		2022-07-13 02:05:22.292379

    		-2.0 ms

  





  

    		2022-07-13 03:05:24.828886

    		-1.1 ms

  





  

    		2022-07-13 04:05:29.46838

    		-1.5 ms

  





  

    		2022-07-13 05:05:31.400025

    		-1.0 ms

  





  

    		2022-07-13 06:05:33.079192

    		-0.7 ms

  





  

    		2022-07-13 07:05:35.549338

    		-0.3 ms

  





  

    		2022-07-13 08:05:37.325618

    		0.2 ms

  





  

    		2022-07-13 09:05:39.393329

    		0.9 ms

  





  

    		2022-07-13 10:05:41.631042

    		1.2 ms

  





  

    		2022-07-13 11:05:43.355316

    		-0.8 ms

  





  

    		2022-07-13 12:05:45.668505

    		-0.4 ms

  





  

    		2022-07-13 13:05:47.5476

    		-0.3 ms

  





  

    		2022-07-13 14:05:50.10056

    		0.3 ms

  





  

    		2022-07-13 15:05:51.696137

    		-1.0 ms

  





  

    		2022-07-13 16:05:53.26832

    		-0.2 ms

  





  

    		2022-07-13 17:05:56.172081

    		0.0 ms

  





  

    		2022-07-13 18:05:58.358933

    		-0.7 ms

  





  

    		2022-07-13 19:05:59.982866

    		-0.1 ms

  





  

    		2022-07-13 20:06:01.716262

    		-0.7 ms

  





  

    		2022-07-13 21:06:03.565718

    		0.0 ms

  





  

    		2022-07-13 22:06:05.704337

    		0.6 ms

  





  

    		2022-07-13 23:06:07.681747

    		0.7 ms

  





  

    		2022-07-14 00:06:09.300067

    		0.1 ms

  





  

    		2022-07-14 01:06:10.927805

    		0.6 ms

  





  

    		2022-07-14 02:06:12.616937

    		-0.9 ms

  





  

    		2022-07-14 03:06:16.311538

    		-1.0 ms

  





  

    		2022-07-14 04:06:19.112975

    		-1.7 ms

  





  

    		2022-07-14 05:06:20.89753

    		0.8 ms

  





  

    		2022-07-14 06:06:23.371182

    		-0.1 ms

  





  

    		2022-07-14 07:06:25.043682

    		0.5 ms

  





  

    		2022-07-14 08:06:27.370725

    		0.1 ms

  





  

    		2022-07-14 09:06:30.554539

    		0.9 ms

  





  

    		2022-07-14 10:06:32.786403

    		0.5 ms

  





  

    		2022-07-14 11:06:35.055482

    		0.0 ms

  





  

    		2022-07-14 12:06:36.887792

    		-0.1 ms

  





  

    		2022-07-14 13:06:39.017002

    		0.8 ms

  





  

    		2022-07-14 14:06:40.681494

    		-2.8 ms

  





  

    		2022-07-14 15:06:42.662169

    		0.5 ms

  





  

    		2022-07-14 16:06:45.183828

    		-1.3 ms

  





  

    		2022-07-14 17:06:46.792428

    		-0.4 ms

  





  

    		2022-07-14 18:06:48.363197

    		-1.0 ms

  





  

    		2022-07-14 19:06:51.517551

    		-0.7 ms

  





  

    		2022-07-14 20:06:53.131326

    		0.4 ms

  





  

    		2022-07-14 21:06:55.036017

    		1.2 ms

  





  

    		2022-07-14 22:06:57.284644

    		1.1 ms

  





  

    		2022-07-14 23:06:59.267738

    		-0.1 ms

  





  

    		2022-07-15 00:07:01.995113

    		-0.6 ms

  





  

    		2022-07-15 01:07:04.602186

    		1.1 ms

  





  

    		2022-07-15 02:07:06.201922

    		0.1 ms

  





  

    		2022-07-15 03:07:08.099352

    		-1.2 ms

  





  

    		2022-07-15 04:07:10.996224

    		0.3 ms

  





  

    		2022-07-15 05:07:12.73711

    		-0.5 ms

  





  

    		2022-07-15 06:07:14.841721

    		0.0 ms

  





  

    		2022-07-15 07:07:16.76342

    		0.6 ms

  





  

    		2022-07-15 08:07:18.873157

    		0.4 ms

  





  

    		2022-07-15 09:07:21.714157

    		-0.2 ms

  





  

    		2022-07-15 10:07:24.237236

    		0.0 ms

  





  

    		2022-07-15 11:07:25.939849

    		-1.5 ms

  





  

    		2022-07-15 12:07:27.834467

    		-1.5 ms

  





  

    		2022-07-15 13:07:29.663153

    		-2.3 ms

  





  

    		2022-07-15 14:07:31.195214

    		-0.1 ms

  





  

    		2022-07-15 15:07:32.813701

    		0.9 ms

  





  

    		2022-07-15 16:07:35.368215

    		1.6 ms

  





  

    		2022-07-15 17:07:36.848624

    		-0.7 ms

  





  

    		2022-07-15 18:07:39.037261

    		0.6 ms

  





  

    		2022-07-15 19:07:40.725808

    		-1.3 ms

  





  

    		2022-07-15 20:07:42.733198

    		-0.7 ms

  





  

    		2022-07-15 21:07:45.029308

    		0.9 ms

  





  

    		2022-07-15 22:07:47.006573

    		-0.5 ms

  





  

    		2022-07-15 23:07:48.686378

    		0.6 ms

  





  

    		2022-07-16 00:07:51.190495

    		0.5 ms

  





  

    		2022-07-16 01:07:52.860963

    		2.1 ms

  





  

    		2022-07-16 02:07:54.592801

    		1.6 ms

  





  

    		2022-07-16 03:07:57.686845

    		0.0 ms

  





  

    		2022-07-16 04:08:00.115645

    		0.3 ms

  





  

    		2022-07-16 05:08:01.814852

    		0.2 ms

  





  

    		2022-07-16 06:08:04.428795

    		-0.3 ms

  





  

    		2022-07-16 07:08:07.468173

    		-1.0 ms

  





  

    		2022-07-16 08:08:10.141217

    		0.5 ms

  





  

    		2022-07-16 09:08:12.48065

    		0.2 ms

  





  

    		2022-07-16 10:08:14.500593

    		1.4 ms

  





  

    		2022-07-16 11:08:16.862563

    		0.6 ms

  





  

    		2022-07-16 12:08:18.572261

    		1.1 ms

  





  

    		2022-07-16 13:08:20.232738

    		1.3 ms

  





  

    		2022-07-16 14:08:22.037488

    		-0.1 ms

  





  

    		2022-07-16 15:08:24.419424

    		-0.1 ms

  





  

    		2022-07-16 16:08:26.563214

    		0.7 ms

  





  

    		2022-07-16 17:08:28.246386

    		-0.5 ms

  





  

    		2022-07-16 18:08:29.844787

    		0.0 ms

  





  

    		2022-07-16 19:08:32.850611

    		-1.2 ms

  





  

    		2022-07-16 20:08:34.763534

    		-2.4 ms

  





  

    		2022-07-16 21:08:36.998665

    		-1.9 ms

  





  

    		2022-07-16 22:08:38.690311

    		0.8 ms

  





  

    		2022-07-16 23:08:40.87729

    		0.7 ms

  





  

    		2022-07-17 00:08:42.70441

    		0.6 ms

  





  

    		2022-07-17 01:08:44.556844

    		0.8 ms

  





  

    		2022-07-17 02:08:46.27995

    		-0.2 ms

  





  

    		2022-07-17 03:08:49.023505

    		1.2 ms

  





  

    		2022-07-17 04:08:52.391072

    		-1.9 ms

  





  

    		2022-07-17 05:08:54.497693

    		0.6 ms

  





  

    		2022-07-17 06:08:56.622273

    		-0.7 ms

  





  

    		2022-07-17 07:08:58.295173

    		-0.4 ms

  





  

    		2022-07-17 08:09:00.759086

    		1.8 ms

  





  

    		2022-07-17 09:09:02.733166

    		0.3 ms

  





  

    		2022-07-17 10:09:05.175865

    		1.4 ms

  





  

    		2022-07-17 11:09:07.115083

    		-0.2 ms

  





  

    		2022-07-17 12:09:09.407388

    		1.5 ms

  





  

    		2022-07-17 13:09:12.259592

    		1.1 ms

  





  

    		2022-07-17 14:09:14.170048

    		0.0 ms

  





  

    		2022-07-17 15:09:16.063089

    		-0.7 ms

  





  

    		2022-07-17 16:09:18.162521

    		-0.3 ms

  





  

    		2022-07-17 17:09:19.880348

    		-0.2 ms

  





  

    		2022-07-17 18:09:21.911731

    		-1.3 ms

  





  

    		2022-07-17 19:09:24.059685

    		-0.1 ms

  





  

    		2022-07-17 20:09:25.787358

    		0.9 ms

  





  

    		2022-07-17 21:09:27.900014

    		-2.0 ms

  





  

    		2022-07-17 22:09:29.914205

    		-0.9 ms

  





  

    		2022-07-17 23:09:31.899945

    		0.3 ms

  





  

    		2022-07-18 00:09:33.613502

    		1.4 ms

  





  

    		2022-07-18 01:09:35.318436

    		-0.8 ms

  





  

    		2022-07-18 02:09:37.057166

    		-0.2 ms

  





  

    		2022-07-18 03:09:38.707596

    		-0.6 ms

  





  

    		2022-07-18 04:09:41.921047

    		-0.2 ms

  





  

    		2022-07-18 05:09:43.830904

    		-0.2 ms

  





  

    		2022-07-18 06:09:46.393707

    		0.2 ms

  





  

    		2022-07-18 07:09:48.61094

    		-0.7 ms

  





  

    		2022-07-18 08:09:50.743944

    		1.5 ms

  





  

    		2022-07-18 09:09:53.384298

    		1.2 ms

  





  

    		2022-07-18 10:09:55.866647

    		-1.9 ms

  





  

    		2022-07-18 11:09:57.600829

    		0.8 ms

  





  

    		2022-07-18 12:09:59.424894

    		0.5 ms

  





  

    		2022-07-18 13:10:01.078561

    		2.6 ms

  





  

    		2022-07-18 14:10:04.31316

    		1.1 ms

  





  

    		2022-07-18 15:10:06.26328

    		1.1 ms

  





  

    		2022-07-18 16:10:08.681137

    		0.9 ms

  





  

    		2022-07-18 17:10:10.9964

    		0.0 ms

  





  

    		2022-07-18 18:10:12.756486

    		-1.0 ms

  





  

    		2022-07-18 19:10:14.36871

    		-1.3 ms

  





  

    		2022-07-18 20:10:16.653153

    		2.3 ms

  





  

    		2022-07-18 21:10:18.302989

    		-1.2 ms

  





  

    		2022-07-18 22:10:19.986164

    		-0.9 ms

  





  

    		2022-07-18 23:10:21.913389

    		-0.8 ms

  





  

    		2022-07-19 00:10:23.494676

    		-1.5 ms

  





  

    		2022-07-19 01:10:25.327383

    		-0.6 ms

  





  

    		2022-07-19 02:10:27.146589

    		0.1 ms

  





  

    		2022-07-19 03:10:31.684816

    		1.0 ms

  





  

    		2022-07-19 04:10:34.293774

    		-1.1 ms

  





  

    		2022-07-19 05:10:36.123346

    		-1.6 ms

  





  

    		2022-07-19 06:10:37.870015

    		-2.3 ms

  





  

    		2022-07-19 07:10:40.273938

    		-0.8 ms

  





  

    		2022-07-19 08:10:42.437242

    		0.0 ms

  





  

    		2022-07-19 09:10:44.269542

    		1.2 ms

  





  

    		2022-07-19 10:10:46.459641

    		1.2 ms

  





  

    		2022-07-19 11:10:48.216396

    		1.3 ms

  





  

    		2022-07-19 12:10:50.24705

    		2.0 ms

  





  

    		2022-07-19 13:10:52.067268

    		0.8 ms

  





  

    		2022-07-19 14:10:54.762282

    		1.3 ms

  





  

    		2022-07-19 15:10:56.952722

    		0.7 ms

  





  

    		2022-07-19 16:10:58.832986

    		1.9 ms

  





  

    		2022-07-19 17:11:01.948063

    		-3.2 ms

  





  

    		2022-07-19 18:11:03.783028

    		0.8 ms

  





  

    		2022-07-19 19:11:05.593167

    		-1.7 ms

  





  

    		2022-07-19 20:11:07.46356

    		-2.6 ms

  





  

    		2022-07-19 21:11:09.525888

    		-2.6 ms

  





  

    		2022-07-19 22:11:11.415162

    		1.1 ms

  





  

    		2022-07-19 23:11:13.759028

    		2.1 ms

  





  

    		2022-07-20 00:11:15.987805

    		-1.0 ms

  





  

    		2022-07-20 01:11:18.463042

    		-1.0 ms

  





  

    		2022-07-20 02:11:21.05886

    		-1.3 ms

  





  

    		2022-07-20 03:11:22.725031

    		1.5 ms

  





  

    		2022-07-20 04:11:25.344016

    		0.1 ms

  





  

    		2022-07-20 05:11:27.118085

    		0.8 ms

  





  

    		2022-07-20 06:11:29.182554

    		-0.1 ms

  





  

    		2022-07-20 07:11:31.21894

    		-0.4 ms

  





  

    		2022-07-20 08:11:34.012422

    		-0.4 ms

  





  

    		2022-07-20 09:11:36.002788

    		-0.3 ms

  





  

    		2022-07-20 10:11:38.402741

    		-1.0 ms

  





  

    		2022-07-20 11:11:41.078414

    		-0.6 ms

  





  

    		2022-07-20 12:11:43.57741

    		0.3 ms

  





  

    		2022-07-20 13:11:46.107149

    		-0.8 ms

  





  

    		2022-07-20 14:11:48.193586

    		-1.3 ms

  





  

    		2022-07-20 15:11:49.831912

    		-1.6 ms

  





  

    		2022-07-20 16:11:51.594546

    		-1.7 ms

  





  

    		2022-07-20 17:11:53.792219

    		-2.0 ms

  





  

    		2022-07-20 18:11:56.016601

    		-1.5 ms

  





  

    		2022-07-20 19:11:58.416044

    		-0.9 ms

  





  

    		2022-07-20 20:12:00.366173

    		1.8 ms

  





  

    		2022-07-20 21:12:02.405322

    		0.5 ms

  





  

    		2022-07-20 22:12:04.801077

    		0.5 ms

  





  

    		2022-07-20 23:12:06.38474

    		0.4 ms

  





  

    		2022-07-21 00:12:08.351264

    		2.1 ms

  





  

    		2022-07-21 01:12:10.107923

    		0.4 ms

  





  

    		2022-07-21 02:12:11.788006

    		0.2 ms

  





  

    		2022-07-21 03:12:14.560828

    		-1.0 ms

  





  

    		2022-07-21 04:12:17.640756

    		0.8 ms

  





  

    		2022-07-21 05:12:19.816517

    		-0.2 ms

  





  

    		2022-07-21 06:12:21.849643

    		0.6 ms

  





  

    		2022-07-21 07:12:23.868411

    		0.9 ms

  





  

    		2022-07-21 08:12:25.77206

    		-1.0 ms

  





  

    		2022-07-21 09:12:27.742521

    		1.2 ms

  





  

    		2022-07-21 10:12:29.525062

    		-1.3 ms

  





  

    		2022-07-21 11:12:31.680951

    		0.7 ms

  





  

    		2022-07-21 12:12:33.709786

    		-2.6 ms

  





  

    		2022-07-21 13:12:35.555554

    		-3.2 ms

  





  

    		2022-07-21 14:12:37.371845

    		-0.6 ms

  





  

    		2022-07-21 15:12:39.356229

    		0.3 ms

  





  

    		2022-07-21 16:12:41.498945

    		-0.4 ms

  





  

    		2022-07-21 17:12:44.228973

    		-1.5 ms

  





  

    		2022-07-21 18:12:46.727814

    		-1.9 ms

  





  

    		2022-07-21 19:12:48.670813

    		-1.9 ms

  





  

    		2022-07-21 20:12:51.087405

    		-2.6 ms

  





  

    		2022-07-21 21:12:52.52143

    		-0.9 ms

  





  

    		2022-07-21 22:12:54.355744

    		0.1 ms

  





  

    		2022-07-21 23:12:55.97816

    		0.8 ms

  





  

    		2022-07-22 00:12:58.462053

    		0.8 ms

  





  

    		2022-07-22 01:13:00.42423

    		0.8 ms

  





  

    		2022-07-22 02:13:01.945929

    		0.3 ms

  





  

    		2022-07-22 03:13:04.200952

    		-0.2 ms

  





  

    		2022-07-22 04:13:08.441398

    		-0.4 ms

  





  

    		2022-07-22 05:13:10.555385

    		0.2 ms

  





  

    		2022-07-22 06:13:12.909906

    		0.7 ms

  





  

    		2022-07-22 07:13:14.573928

    		-0.5 ms

  





  

    		2022-07-22 08:13:16.149075

    		-1.3 ms

  





  

    		2022-07-22 09:13:19.411565

    		-1.3 ms

  





  

    		2022-07-22 10:13:21.030445

    		-2.5 ms

  





  

    		2022-07-22 11:13:23.11326

    		-2.0 ms

  





  

    		2022-07-22 12:13:26.361446

    		0.0 ms

  





  

    		2022-07-22 13:13:28.585181

    		-1.5 ms

  





  

    		2022-07-22 14:13:30.449096

    		-1.3 ms

  





  

    		2022-07-22 15:13:32.839775

    		-0.2 ms

  





  

    		2022-07-22 16:13:34.992876

    		-0.7 ms

  





  

    		2022-07-22 17:13:36.76599

    		-0.3 ms

  





  

    		2022-07-22 18:13:38.785845

    		-1.4 ms

  





  

    		2022-07-22 19:13:40.857748

    		0.3 ms

  





  

    		2022-07-22 20:13:42.403599

    		-0.7 ms

  





  

    		2022-07-22 21:13:44.287145

    		1.6 ms

  





  

    		2022-07-22 22:13:45.905446

    		0.0 ms

  





  

    		2022-07-22 23:13:47.712087

    		0.5 ms

  





  

    		2022-07-23 00:13:49.358495

    		2.0 ms

  





  

    		2022-07-23 01:13:51.131757

    		0.9 ms

  





  

    		2022-07-23 02:13:53.268619

    		0.5 ms

  





  

    		2022-07-23 03:13:54.988027

    		0.1 ms

  





  

    		2022-07-23 04:13:57.941599

    		0.6 ms

  





  

    		2022-07-23 05:13:59.760597

    		-0.1 ms

  





  

    		2022-07-23 06:14:01.374903

    		0.5 ms

  





  

    		2022-07-23 07:14:03.683343

    		0.0 ms

  





  

    		2022-07-23 08:14:06.280444

    		0.2 ms

  





  

    		2022-07-23 09:14:08.310896

    		1.0 ms

  





  

    		2022-07-23 10:14:11.126114

    		1.1 ms

  





  

    		2022-07-23 11:14:13.002865

    		-0.4 ms

  





  

    		2022-07-23 12:14:15.240589

    		1.2 ms

  





  

    		2022-07-23 13:14:17.146701

    		-1.6 ms

  





  

    		2022-07-23 14:14:19.074385

    		0.7 ms

  





  

    		2022-07-23 15:14:21.03573

    		0.7 ms

  





  

    		2022-07-23 16:14:22.657553

    		-0.9 ms

  





  

    		2022-07-23 17:14:25.175762

    		1.0 ms

  





  

    		2022-07-23 18:14:26.924347

    		-3.1 ms

  





  

    		2022-07-23 19:14:28.907508

    		0.7 ms

  





  

    		2022-07-23 20:14:30.56763

    		0.3 ms

  





  

    		2022-07-23 21:14:32.214276

    		-1.6 ms

  





  

    		2022-07-23 22:14:33.754512

    		-0.2 ms

  





  

    		2022-07-23 23:14:35.347995

    		0.3 ms

  





  

    		2022-07-24 00:14:37.388535

    		-0.3 ms

  





  

    		2022-07-24 01:14:39.632842

    		-1.0 ms

  





  

    		2022-07-24 02:14:41.641673

    		-1.0 ms

  





  

    		2022-07-24 03:14:43.339987

    		-0.3 ms

  





  

    		2022-07-24 04:14:45.996509

    		0.3 ms

  





  

    		2022-07-24 05:14:47.999889

    		-0.2 ms

  





  

    		2022-07-24 06:14:49.631059

    		0.2 ms

  





  

    		2022-07-24 07:14:51.416198

    		-0.9 ms

  





  

    		2022-07-24 08:14:53.737927

    		0.4 ms

  





  

    		2022-07-24 09:14:55.49912

    		-0.6 ms

  





  

    		2022-07-24 10:14:57.39123

    		-0.1 ms

  





  

    		2022-07-24 11:14:59.199148

    		-1.4 ms

  





  

    		2022-07-24 12:15:01.069693

    		-0.8 ms

  





  

    		2022-07-24 13:15:02.644558

    		-2.3 ms

  





  

    		2022-07-24 14:15:04.42976

    		-0.6 ms

  





  

    		2022-07-24 15:15:06.310994

    		-1.1 ms

  





  

    		2022-07-24 16:15:09.453327

    		-3.2 ms

  





  

    		2022-07-24 17:15:11.098254

    		-0.3 ms

  





  

    		2022-07-24 18:15:13.282313

    		0.7 ms

  





  

    		2022-07-24 19:15:14.911645

    		0.9 ms

  





  

    		2022-07-24 20:15:17.603472

    		1.7 ms

  





  

    		2022-07-24 21:15:19.361364

    		0.3 ms

  





  

    		2022-07-24 22:15:21.239898

    		0.5 ms

  





  

    		2022-07-24 23:15:23.804511

    		0.4 ms

  





  

    		2022-07-25 00:15:25.57423

    		-0.6 ms

  





  

    		2022-07-25 01:15:27.182155

    		0.2 ms

  





  

    		2022-07-25 02:15:29.187807

    		-0.6 ms

  





  

    		2022-07-25 03:15:30.762321

    		0.5 ms

  





  

    		2022-07-25 04:15:33.134419

    		-0.5 ms

  





  

    		2022-07-25 05:15:35.441748

    		0.0 ms

  





  

    		2022-07-25 06:15:37.667819

    		-0.8 ms

  





  

    		2022-07-25 07:15:39.365712

    		0.3 ms

  





  

    		2022-07-25 08:15:41.237072

    		-2.4 ms

  





  

    		2022-07-25 09:15:43.112065

    		0.3 ms

  





  

    		2022-07-25 10:15:45.723263

    		-0.4 ms

  





  

    		2022-07-25 11:15:47.823565

    		-0.6 ms

  





  

    		2022-07-25 12:15:49.6584

    		-0.3 ms

  





  

    		2022-07-25 13:15:51.291201

    		1.1 ms

  





  

    		2022-07-25 14:15:54.063149

    		0.3 ms

  





  

    		2022-07-25 15:15:56.036717

    		0.4 ms

  





  

    		2022-07-25 16:15:58.018834

    		-1.2 ms

  





  

    		2022-07-25 17:16:00.32294

    		0.2 ms

  





  

    		2022-07-25 18:16:02.203078

    		0.4 ms

  





  

    		2022-07-25 19:16:04.220441

    		-1.4 ms

  





  

    		2022-07-25 20:16:06.188346

    		-0.7 ms

  





  

    		2022-07-25 21:16:08.296339

    		1.2 ms

  





  

    		2022-07-25 22:16:10.789494

    		0.6 ms

  





  

    		2022-07-25 23:16:13.34771

    		2.3 ms

  





  

    		2022-07-26 00:16:14.978454

    		1.0 ms

  





  

    		2022-07-26 01:16:16.908778

    		0.2 ms

  





  

    		2022-07-26 02:16:18.512902

    		-0.4 ms

  





  

    		2022-07-26 03:16:20.388959

    		0.1 ms

  





  

    		2022-07-26 04:16:23.189401

    		-0.6 ms

  





  

    		2022-07-26 05:16:25.114283

    		-0.7 ms

  





  

    		2022-07-26 06:16:26.63344

    		-1.3 ms

  





  

    		2022-07-26 07:16:28.974912

    		-0.5 ms

  





  

    		2022-07-26 08:16:31.874012

    		-0.2 ms

  





  

    		2022-07-26 09:16:33.716062

    		0.0 ms

  





  

    		2022-07-26 10:16:35.648464

    		0.6 ms

  





  

    		2022-07-26 11:16:37.456737

    		1.6 ms

  





  

    		2022-07-26 12:16:39.471306

    		-0.4 ms

  





  

    		2022-07-26 13:16:41.399798

    		0.1 ms

  





  

    		2022-07-26 14:16:43.054104

    		0.7 ms

  





  

    		2022-07-26 15:16:45.23984

    		-0.2 ms

  





  

    		2022-07-26 16:16:47.185663

    		-1.2 ms

  





  

    		2022-07-26 17:16:49.587941

    		-0.7 ms

  





  

    		2022-07-26 18:16:52.053984

    		0.6 ms

  





  

    		2022-07-26 19:16:55.31273

    		0.5 ms

  





  

    		2022-07-26 20:16:57.373063

    		0.5 ms

  





  

    		2022-07-26 21:16:59.141961

    		0.3 ms

  





  

    		2022-07-26 22:17:00.972509

    		1.4 ms

  





  

    		2022-07-26 23:17:02.768845

    		-0.2 ms

  





  

    		2022-07-27 00:17:04.428375

    		0.0 ms

  





  

    		2022-07-27 01:17:06.00907

    		-0.7 ms

  





  

    		2022-07-27 02:17:07.592315

    		-1.0 ms

  





  

    		2022-07-27 03:17:10.673927

    		-1.4 ms

  





  

    		2022-07-27 04:17:13.782582

    		-0.4 ms

  





  

    		2022-07-27 05:17:15.343489

    		-1.9 ms

  





  

    		2022-07-27 06:17:17.163681

    		0.1 ms

  





  

    		2022-07-27 07:17:18.937334

    		0.0 ms

  





  

    		2022-07-27 08:17:21.788998

    		-0.6 ms

  





  

    		2022-07-27 09:17:24.033537

    		-0.4 ms

  





  

    		2022-07-27 10:17:26.683444

    		0.3 ms

  





  

    		2022-07-27 11:17:28.331699

    		0.2 ms

  





  

    		2022-07-27 12:17:30.093604

    		-0.1 ms

  





  

    		2022-07-27 13:17:32.025521

    		-0.7 ms

  





  

    		2022-07-27 14:17:34.243651

    		-0.1 ms

  





  

    		2022-07-27 15:17:36.079552

    		-1.5 ms

  





  

    		2022-07-27 16:17:38.03348

    		-1.5 ms

  





  

    		2022-07-27 17:17:40.089745

    		-1.2 ms

  





  

    		2022-07-27 18:17:41.65389

    		-1.4 ms

  





  

    		2022-07-27 19:17:43.314103

    		-0.1 ms

  





  

    		2022-07-27 20:17:45.102519

    		-1.0 ms

  





  

    		2022-07-27 21:17:47.757479

    		0.7 ms

  





  

    		2022-07-27 22:17:49.44527

    		0.2 ms

  





  

    		2022-07-27 23:17:51.237677

    		-0.8 ms

  





  

    		2022-07-28 00:17:53.760123

    		0.3 ms

  





  

    		2022-07-28 01:17:55.752933

    		-1.2 ms

  





  

    		2022-07-28 02:17:58.080888

    		0.3 ms

  





  

    		2022-07-28 03:18:00.461424

    		-0.7 ms

  





  

    		2022-07-28 04:18:02.32569

    		0.1 ms

  





  

    		2022-07-28 05:18:03.791337

    		0.0 ms

  





  

    		2022-07-28 06:18:05.967493

    		-1.0 ms

  





  

    		2022-07-28 07:18:08.009188

    		-0.6 ms

  





  

    		2022-07-28 08:18:10.07818

    		-2.2 ms

  





  

    		2022-07-28 09:18:12.780642

    		-1.9 ms

  





  

    		2022-07-28 10:18:15.126145

    		-0.6 ms

  





  

    		2022-07-28 11:18:17.202499

    		-2.4 ms

  





  

    		2022-07-28 12:18:20.368539

    		-1.1 ms

  





  

    		2022-07-28 13:18:22.648903

    		-0.5 ms

  





  

    		2022-07-28 14:18:24.22875

    		-0.4 ms

  





  

    		2022-07-28 15:18:26.170806

    		-1.4 ms

  





  

    		2022-07-28 16:18:27.759

    		-1.6 ms

  





  

    		2022-07-28 17:18:29.885813

    		-1.3 ms

  





  

    		2022-07-28 18:18:32.65475

    		0.4 ms

  





  

    		2022-07-28 19:18:34.296832

    		-1.7 ms

  





  

    		2022-07-28 20:18:35.859154

    		-0.2 ms

  





  

    		2022-07-28 21:18:37.690041

    		0.1 ms

  





  

    		2022-07-28 22:18:39.312529

    		1.0 ms

  





  

    		2022-07-28 23:18:41.006027

    		0.0 ms

  





  

    		2022-07-29 00:18:43.197555

    		1.5 ms

  





  

    		2022-07-29 01:18:44.810693

    		0.2 ms

  





  

    		2022-07-29 02:18:46.817287

    		-2.0 ms

  





  

    		2022-07-29 03:18:48.51342

    		-1.6 ms

  





  

    		2022-07-29 04:18:51.087387

    		0.8 ms

  





  

    		2022-07-29 05:18:52.847276

    		-1.1 ms

  





  

    		2022-07-29 06:18:54.506982

    		-0.5 ms

  





  

    		2022-07-29 07:18:56.183055

    		-0.6 ms

  





  

    		2022-07-29 08:18:57.770052

    		0.2 ms

  





  

    		2022-07-29 09:18:59.759726

    		1.2 ms

  





  

    		2022-07-29 10:19:01.652234

    		0.2 ms

  





  

    		2022-07-29 11:19:03.262861

    		-0.7 ms

  





  

    		2022-07-29 12:19:05.088637

    		-0.9 ms

  





  

    		2022-07-29 13:19:06.556844

    		-0.2 ms

  





  

    		2022-07-29 14:19:08.166645

    		-0.4 ms

  





  

    		2022-07-29 15:19:09.689553

    		-1.1 ms

  





  

    		2022-07-29 16:19:11.814835

    		-0.7 ms

  





  

    		2022-07-29 17:19:13.917182

    		-0.2 ms

  





  

    		2022-07-29 18:19:16.907159

    		0.2 ms

  





  

    		2022-07-29 19:19:18.666767

    		-0.6 ms

  





  

    		2022-07-29 20:19:20.177948

    		-0.4 ms

  





  

    		2022-07-29 21:19:21.907791

    		0.6 ms

  





  

    		2022-07-29 22:19:23.277915

    		1.7 ms

  





  

    		2022-07-29 23:19:25.238802

    		1.2 ms

  





  

    		2022-07-30 00:19:26.942738

    		-0.1 ms

  





  

    		2022-07-30 01:19:28.878706

    		0.4 ms

  





  

    		2022-07-30 02:19:30.889325

    		-0.8 ms

  





  

    		2022-07-30 03:19:32.926051

    		0.0 ms

  





  

    		2022-07-30 04:19:34.861088

    		-0.1 ms

  





  

    		2022-07-30 05:19:36.749297

    		0.1 ms

  





  

    		2022-07-30 06:19:38.740664

    		-0.2 ms

  





  

    		2022-07-30 07:19:40.667901

    		0.6 ms

  





  

    		2022-07-30 08:19:43.129212

    		-0.8 ms

  





  

    		2022-07-30 09:19:45.119873

    		-0.8 ms

  





  

    		2022-07-30 10:19:47.024538

    		0.8 ms

  





  

    		2022-07-30 11:19:49.322384

    		-0.7 ms

  





  

    		2022-07-30 12:19:50.988051

    		-0.3 ms

  





  

    		2022-07-30 13:19:52.819406

    		0.3 ms

  





  

    		2022-07-30 14:19:54.690032

    		0.7 ms

  





  

    		2022-07-30 15:19:56.674444

    		0.9 ms

  





  

    		2022-07-30 16:19:58.992751

    		-0.1 ms

  





  

    		2022-07-30 17:20:01.352416

    		-1.7 ms

  





  

    		2022-07-30 18:20:02.929358

    		-1.4 ms

  





  

    		2022-07-30 19:20:04.658096

    		-0.6 ms

  





  

    		2022-07-30 20:20:06.159589

    		0.5 ms

  





  

    		2022-07-30 21:20:08.416536

    		-0.3 ms

  





  

    		2022-07-30 22:20:10.201927

    		0.4 ms

  





  

    		2022-07-30 23:20:11.986564

    		0.5 ms

  





  

    		2022-07-31 00:20:14.4466

    		0.0 ms

  





  

    		2022-07-31 01:20:16.049237

    		-0.6 ms

  





  

    		2022-07-31 02:20:18.009707

    		-0.7 ms

  





  

    		2022-07-31 03:20:19.816823

    		-1.5 ms

  





  

    		2022-07-31 04:20:21.881077

    		-1.1 ms

  





  

    		2022-07-31 05:20:23.701211

    		-1.7 ms

  





  

    		2022-07-31 06:20:25.646414

    		0.1 ms

  





  

    		2022-07-31 07:20:27.199664

    		-0.3 ms

  





  

    		2022-07-31 08:20:29.594847

    		-1.1 ms

  





  

    		2022-07-31 09:20:31.245586

    		1.4 ms

  





  

    		2022-07-31 10:20:33.132653

    		-1.4 ms

  





  

    		2022-07-31 11:20:35.049631

    		-0.1 ms

  





  

    		2022-07-31 12:20:36.695325

    		0.2 ms

  





  

    		2022-07-31 13:20:38.365033

    		-0.4 ms

  





  

    		2022-07-31 14:20:40.186637

    		0.7 ms

  





  

    		2022-07-31 15:20:42.052394

    		-0.7 ms

  





  

    		2022-07-31 16:20:43.823389

    		-1.2 ms

  





  

    		2022-07-31 17:20:45.937501

    		-1.9 ms

  





  

    		2022-07-31 18:20:47.769306

    		-1.2 ms

  





  

    		2022-07-31 19:20:51.023249

    		-0.5 ms

  





  

    		2022-07-31 20:20:52.746835

    		-0.4 ms

  





  

    		2022-07-31 21:20:54.186687

    		0.6 ms

  





  

    		2022-07-31 22:20:55.771835

    		1.7 ms

  





  

    		2022-07-31 23:20:57.791929

    		0.6 ms

  





  

    		2022-08-01 00:20:59.50676

    		0.2 ms

  





  

    		2022-08-01 01:21:01.119246

    		0.1 ms

  





  

    		2022-08-01 02:21:02.875251

    		0.0 ms

  





  

    		2022-08-01 03:21:05.898876

    		0.0 ms

  





  

    		2022-08-01 04:21:08.629688

    		-1.9 ms

  





  

    		2022-08-01 05:21:10.464764

    		-1.4 ms

  





  

    		2022-08-01 06:21:12.08701

    		-1.7 ms

  





  

    		2022-08-01 07:21:13.666598

    		-0.9 ms

  





  

    		2022-08-01 08:21:15.417519

    		-0.8 ms

  





  

    		2022-08-01 09:21:17.246691

    		1.3 ms

  





  

    		2022-08-01 10:21:18.977008

    		2.7 ms

  





  

    		2022-08-01 11:21:20.625446

    		0.5 ms

  





  

    		2022-08-01 12:21:22.207181

    		-0.2 ms

  





  

    		2022-08-01 13:21:23.870715

    		1.1 ms

  





  

    		2022-08-01 14:21:25.84952

    		2.3 ms

  





  

    		2022-08-01 15:21:27.266498

    		-0.7 ms

  





  

    		2022-08-01 16:21:28.939117

    		0.2 ms

  





  

    		2022-08-01 17:21:30.336952

    		2.1 ms

  





  

    		2022-08-01 18:21:31.753628

    		-0.2 ms

  





  

    		2022-08-01 19:21:33.63718

    		0.8 ms

  





  

    		2022-08-01 20:21:36.139793

    		-0.5 ms

  





  

    		2022-08-01 21:21:37.922541

    		-0.4 ms

  





  

    		2022-08-01 22:21:39.85649

    		0.7 ms

  





  

    		2022-08-01 23:21:41.184278

    		-0.4 ms

  





  

    		2022-08-02 00:21:42.902547

    		0.4 ms

  





  

    		2022-08-02 01:21:44.258328

    		-0.1 ms

  





  

    		2022-08-02 02:21:46.673153

    		0.0 ms

  





  

    		2022-08-02 03:21:48.244178

    		0.0 ms

  





  

    		2022-08-02 04:21:49.682972

    		-0.7 ms

  





  

    		2022-08-02 05:21:51.523998

    		0.6 ms

  





  

    		2022-08-02 06:21:53.267722

    		-0.8 ms

  





  

    		2022-08-02 07:21:55.296184

    		0.3 ms

  





  

    		2022-08-02 08:21:56.797347

    		-0.5 ms

  





  

    		2022-08-02 09:21:58.685374

    		-0.2 ms

  





  

    		2022-08-02 10:22:00.27913

    		0.1 ms

  





  

    		2022-08-02 11:22:01.967876

    		-1.0 ms

  





  

    		2022-08-02 12:22:03.549178

    		0.6 ms

  





  

    		2022-08-02 13:22:05.378329

    		3.3 ms

  





  

    		2022-08-02 14:22:07.156425

    		-0.6 ms

  





  

    		2022-08-02 15:22:09.250153

    		1.1 ms

  





  

    		2022-08-02 16:22:10.621215

    		1.4 ms

  





  

    		2022-08-02 17:22:12.829007

    		-0.7 ms

  





  

    		2022-08-02 18:22:15.484041

    		-0.7 ms

  





  

    		2022-08-02 19:22:17.320029

    		-0.1 ms

  





  

    		2022-08-02 20:22:19.304855

    		-2.1 ms

  





  

    		2022-08-02 21:22:22.141521

    		-1.3 ms

  





  

    		2022-08-02 22:22:24.011065

    		-1.2 ms

  





  

    		2022-08-02 23:22:26.09853

    		-1.4 ms

  





  

    		2022-08-03 00:22:27.742115

    		-1.6 ms

  





  

    		2022-08-03 01:22:29.104267

    		-1.2 ms

  





  

    		2022-08-03 02:22:30.913962

    		-1.0 ms

  





  

    		2022-08-03 03:22:32.636042

    		-0.6 ms

  





  

    		2022-08-03 04:22:34.276006

    		0.8 ms

  





  

    		2022-08-03 05:22:36.069984

    		0.4 ms

  





  

    		2022-08-03 06:22:37.624098

    		1.5 ms

  





  

    		2022-08-03 07:22:39.686512

    		0.0 ms

  





  

    		2022-08-03 08:22:41.649319

    		-0.2 ms

  





  

    		2022-08-03 09:22:43.077986

    		-0.8 ms

  





  

    		2022-08-03 10:22:45.626257

    		0.9 ms

  





  

    		2022-08-03 11:22:47.58921

    		0.8 ms

  





  

    		2022-08-03 12:22:49.167112

    		0.9 ms

  





  

    		2022-08-03 13:22:51.011883

    		-1.4 ms

  





  

    		2022-08-03 14:22:52.653006

    		-0.1 ms

  





  

    		2022-08-03 15:22:54.354058

    		-0.9 ms

  





  

    		2022-08-03 16:22:56.52282

    		-1.2 ms

  





  

    		2022-08-03 17:22:58.222124

    		0.0 ms

  





  

    		2022-08-03 18:22:59.706189

    		-1.7 ms

  





  

    		2022-08-03 19:23:01.879926

    		0.3 ms

  





  

    		2022-08-03 20:23:04.1274

    		1.2 ms

  





  

    		2022-08-03 21:23:05.750522

    		-0.7 ms

  





  

    		2022-08-03 22:23:07.189806

    		-0.9 ms

  





  

    		2022-08-03 23:23:09.499394

    		-1.9 ms

  





  

    		2022-08-04 00:23:12.099499

    		-1.0 ms

  





  

    		2022-08-04 01:23:14.446997

    		-0.7 ms

  





  

    		2022-08-04 02:23:15.90925

    		0.0 ms

  





  

    		2022-08-04 03:23:17.417243

    		-1.6 ms

  





  

    		2022-08-04 04:23:19.581421

    		-0.5 ms

  





  

    		2022-08-04 05:23:22.108524

    		-1.7 ms

  





  

    		2022-08-04 06:23:24.074115

    		-0.7 ms

  





  

    		2022-08-04 07:23:25.729667

    		-1.4 ms

  





  

    		2022-08-04 08:23:27.484241

    		-0.4 ms

  





  

    		2022-08-04 09:23:29.336963

    		0.9 ms

  





  

    		2022-08-04 10:23:31.435405

    		-2.1 ms

  





  

    		2022-08-04 11:23:32.963952

    		-0.8 ms

  





  

    		2022-08-04 12:23:34.437966

    		0.8 ms

  





  

    		2022-08-04 13:23:36.69204

    		0.3 ms

  





  

    		2022-08-04 14:23:38.566386

    		-0.3 ms

  





  

    		2022-08-04 15:23:40.299766

    		0.2 ms

  





  

    		2022-08-04 16:23:41.959085

    		-1.4 ms

  





  

    		2022-08-04 17:23:43.453799

    		-0.9 ms

  





  

    		2022-08-04 18:23:44.998139

    		0.5 ms

  





  

    		2022-08-04 19:23:46.999102

    		-0.3 ms

  





  

    		2022-08-04 20:23:49.240602

    		1.1 ms

  





  

    		2022-08-04 21:24:02.416055

    		0.5 ms

  





  

    		2022-08-04 22:24:04.131893

    		1.7 ms

  





  

    		2022-08-04 23:24:05.991879

    		0.1 ms

  





  

    		2022-08-05 00:24:07.42691

    		0.2 ms

  





  

    		2022-08-05 01:24:09.14229

    		-0.9 ms

  





  

    		2022-08-05 02:24:10.863884

    		-2.3 ms

  





  

    		2022-08-05 03:24:12.507444

    		-2.4 ms

  





  

    		2022-08-05 04:24:13.967751

    		-0.8 ms

  





  

    		2022-08-05 05:24:15.517419

    		-1.2 ms

  





  

    		2022-08-05 06:24:17.187206

    		-0.7 ms

  





  

    		2022-08-05 07:24:19.193423

    		0.9 ms

  





  

    		2022-08-05 08:24:21.000459

    		0.0 ms

  





  

    		2022-08-05 09:24:23.810188

    		1.0 ms

  





  

    		2022-08-05 10:24:25.454626

    		0.0 ms

  





  

    		2022-08-05 11:24:26.908409

    		0.2 ms

  





  

    		2022-08-05 12:24:28.721714

    		1.6 ms

  





  

    		2022-08-05 13:24:30.341825

    		0.0 ms

  





  

    		2022-08-05 14:24:32.263595

    		0.6 ms

  





  

    		2022-08-05 15:24:34.335068

    		0.4 ms

  





  

    		2022-08-05 16:24:35.791153

    		-2.3 ms

  





  

    		2022-08-05 17:24:37.358476

    		-2.6 ms

  





  

    		2022-08-05 18:24:39.957753

    		-1.6 ms

  





  

    		2022-08-05 19:24:41.81462

    		-0.3 ms

  





  

    		2022-08-05 20:24:43.503579

    		-1.0 ms

  





  

    		2022-08-05 21:24:45.724217

    		1.0 ms

  





  

    		2022-08-05 22:24:47.301319

    		1.3 ms

  





  

    		2022-08-05 23:24:49.076385

    		1.1 ms

  





  

    		2022-08-06 00:24:50.59573

    		0.3 ms

  





  

    		2022-08-06 01:24:52.111313

    		0.3 ms

  





  

    		2022-08-06 02:24:53.642488

    		0.0 ms

  





  

    		2022-08-06 03:24:55.078412

    		-0.2 ms

  





  

    		2022-08-06 04:24:56.903679

    		-0.8 ms

  





  

    		2022-08-06 05:24:58.582842

    		-1.3 ms

  





  

    		2022-08-06 06:25:00.273927

    		-1.4 ms

  





  

    		2022-08-06 07:25:01.90734

    		-0.9 ms

  





  

    		2022-08-06 08:25:03.357969

    		-0.2 ms

  





  

    		2022-08-06 09:25:04.950671

    		0.2 ms

  





  

    		2022-08-06 10:25:06.781538

    		-0.1 ms

  





  

    		2022-08-06 11:25:08.67908

    		1.6 ms

  





  

    		2022-08-06 12:25:10.306841

    		2.5 ms

  





  

    		2022-08-06 13:25:11.87274

    		0.0 ms

  





  

    		2022-08-06 14:25:13.710565

    		0.0 ms

  





  

    		2022-08-06 15:25:15.431912

    		-0.1 ms

  





  

    		2022-08-06 16:25:17.13834

    		-0.8 ms

  





  

    		2022-08-06 17:25:18.696287

    		-0.3 ms

  





  

    		2022-08-06 18:25:21.088057

    		0.2 ms

  





  

    		2022-08-06 19:25:22.669327

    		-1.1 ms

  





  

    		2022-08-06 20:25:24.213189

    		-2.0 ms

  





  

    		2022-08-06 21:25:25.556404

    		0.7 ms

  





  

    		2022-08-06 22:25:27.770355

    		-0.7 ms

  





  

    		2022-08-06 23:25:30.273483

    		-2.7 ms

  





  

    		2022-08-07 00:25:31.823102

    		-0.4 ms

  





  

    		2022-08-07 01:25:33.600963

    		-0.4 ms

  





  

    		2022-08-07 02:25:35.296932

    		-0.5 ms

  





  

    		2022-08-07 03:25:36.94881

    		0.7 ms

  





  

    		2022-08-07 04:25:39.502499

    		-0.4 ms

  





  

    		2022-08-07 05:25:41.805435

    		0.1 ms

  





  

    		2022-08-07 06:25:43.501985

    		-0.1 ms

  





  

    		2022-08-07 07:25:46.297

    		1.0 ms

  





  

    		2022-08-07 08:25:47.845455

    		-1.2 ms

  





  

    		2022-08-07 09:25:49.568283

    		-0.1 ms

  





  

    		2022-08-07 10:25:52.122659

    		-0.4 ms

  





  

    		2022-08-07 11:25:53.560208

    		0.9 ms

  





  

    		2022-08-07 12:25:55.670864

    		0.2 ms

  





  

    		2022-08-07 13:25:57.216559

    		2.0 ms

  





  

    		2022-08-07 14:25:58.973273

    		1.0 ms

  





  

    		2022-08-07 15:26:00.88026

    		0.7 ms

  





  

    		2022-08-07 16:26:02.724798

    		-0.2 ms

  





  

    		2022-08-07 17:26:04.298523

    		-0.3 ms

  





  

    		2022-08-07 18:26:06.130397

    		0.5 ms

  





  

    		2022-08-07 19:26:07.826543

    		-2.6 ms

  





  

    		2022-08-07 20:26:09.598624

    		-0.5 ms

  





  

    		2022-08-07 21:26:11.054116

    		0.0 ms

  





  

    		2022-08-07 22:26:12.700066

    		-1.0 ms

  





  

    		2022-08-07 23:26:14.44155

    		1.4 ms

  





  

    		2022-08-08 00:26:17.149283

    		0.7 ms

  





  

    		2022-08-08 01:26:18.757451

    		-0.2 ms

  





  

    		2022-08-08 02:26:20.715591

    		0.5 ms

  





  

    		2022-08-08 03:26:22.164272

    		0.1 ms

  





  

    		2022-08-08 04:26:23.830003

    		-1.2 ms

  





  

    		2022-08-08 05:26:25.935692

    		0.4 ms

  





  

    		2022-08-08 06:26:27.524974

    		-0.6 ms

  





  

    		2022-08-08 07:26:29.184949

    		0.0 ms

  





  

    		2022-08-08 08:26:31.167925

    		0.6 ms

  





  

    		2022-08-08 09:26:32.600975

    		1.9 ms

  





  

    		2022-08-08 10:26:34.2818

    		-0.1 ms

  





  

    		2022-08-08 11:26:35.932754

    		-0.9 ms

  





  

    		2022-08-08 12:26:37.368943

    		-0.8 ms

  





  

    		2022-08-08 13:26:38.88838

    		1.7 ms

  





  

    		2022-08-08 14:26:40.852755

    		0.6 ms

  





  

    		2022-08-08 15:26:42.42179

    		0.9 ms

  





  

    		2022-08-08 16:26:44.042019

    		0.4 ms

  





  

    		2022-08-08 17:26:45.487142

    		0.3 ms

  





  

    		2022-08-08 18:26:47.449978

    		-0.7 ms

  





  

    		2022-08-08 19:26:49.038881

    		-2.4 ms

  





  

    		2022-08-08 20:26:51.081819

    		-2.0 ms

  





  

    		2022-08-08 21:26:52.447496

    		-1.7 ms

  





  

    		2022-08-08 22:26:54.555588

    		-0.2 ms

  





  

    		2022-08-08 23:26:56.226908

    		-0.4 ms

  





  

    		2022-08-09 00:26:57.907663

    		0.1 ms

  





  

    		2022-08-09 01:27:00.846918

    		-0.3 ms

  





  

    		2022-08-09 02:27:02.677847

    		0.2 ms

  





  

    		2022-08-09 03:27:04.462907

    		-1.3 ms

  





  

    		2022-08-09 04:27:06.358904

    		-0.4 ms

  





  

    		2022-08-09 05:27:07.850241

    		-2.0 ms

  





  

    		2022-08-09 06:27:09.817873

    		-1.0 ms

  





  

    		2022-08-09 07:27:11.551031

    		-0.5 ms

  





  

    		2022-08-09 08:27:13.222916

    		0.4 ms

  





  

    		2022-08-09 09:27:14.765353

    		3.3 ms

  





  

    		2022-08-09 10:27:16.535802

    		1.8 ms

  





  

    		2022-08-09 11:27:19.279045

    		0.5 ms

  





  

    		2022-08-09 12:27:20.874247

    		0.2 ms

  





  

    		2022-08-09 13:27:22.47301

    		2.5 ms

  





  

    		2022-08-09 14:27:24.032007

    		0.4 ms

  





  

    		2022-08-09 15:27:25.935982

    		0.0 ms

  





  

    		2022-08-09 16:27:27.538658

    		-0.8 ms

  





  

    		2022-08-09 17:27:29.651405

    		-0.4 ms

  





  

    		2022-08-09 18:27:31.159203

    		-1.4 ms

  





  

    		2022-08-09 19:27:33.323807

    		-2.6 ms

  





  

    		2022-08-09 20:27:34.877552

    		-0.4 ms

  





  

    		2022-08-09 21:27:36.6108

    		0.0 ms

  





  

    		2022-08-09 22:27:38.135027

    		-0.2 ms

  





  

    		2022-08-09 23:27:39.585794

    		1.6 ms

  





  

    		2022-08-10 00:27:41.743205

    		-0.1 ms

  





  

    		2022-08-10 01:27:44.315638

    		-2.5 ms

  





  

    		2022-08-10 02:27:46.083795

    		-2.3 ms

  





  

    		2022-08-10 03:27:48.045807

    		-0.4 ms

  





  

    		2022-08-10 04:27:50.328175

    		-1.2 ms

  





  

    		2022-08-10 05:27:51.716971

    		0.6 ms

  





  

    		2022-08-10 06:27:54.279611

    		-0.4 ms

  





  

    		2022-08-10 07:27:56.14756

    		1.1 ms

  





  

    		2022-08-10 08:27:57.796246

    		1.1 ms

  





  

    		2022-08-10 09:27:59.46214

    		0.4 ms

  





  

    		2022-08-10 10:28:01.303503

    		0.1 ms

  





  

    		2022-08-10 11:28:03.918694

    		2.3 ms

  





  

    		2022-08-10 12:28:05.929647

    		2.9 ms

  





  

    		2022-08-10 13:28:07.673425

    		-0.4 ms

  





  

    		2022-08-10 14:28:09.29589

    		1.3 ms

  





  

    		2022-08-10 15:28:11.65809

    		0.2 ms

  





  

    		2022-08-10 16:28:13.207084

    		0.9 ms

  





  

    		2022-08-10 17:28:14.579854

    		0.6 ms

  





  

    		2022-08-10 18:28:16.081318

    		0.7 ms

  





  

    		2022-08-10 19:28:17.980073

    		0.2 ms

  





  

    		2022-08-10 20:28:19.520701

    		-0.3 ms

  





  

    		2022-08-10 21:28:21.527481

    		-3.0 ms

  





  

    		2022-08-10 22:28:23.316094

    		-5.3 ms

  





  

    		2022-08-10 23:28:24.935214

    		-1.1 ms

  





  

    		2022-08-11 00:28:26.651592

    		-0.5 ms

  





  

    		2022-08-11 01:28:29.009347

    		0.1 ms

  





  

    		2022-08-11 02:28:30.507329

    		0.6 ms

  





  

    		2022-08-11 03:28:32.401158

    		-2.1 ms

  





  

    		2022-08-11 04:28:34.537244

    		-1.4 ms

  





  

    		2022-08-11 05:28:36.270121

    		-2.6 ms

  





  

    		2022-08-11 06:28:37.746751

    		0.2 ms

  





  

    		2022-08-11 07:28:39.484761

    		-0.8 ms

  





  

    		2022-08-11 08:28:41.099783

    		1.8 ms

  





  

    		2022-08-11 09:28:42.572545

    		2.2 ms

  





  

    		2022-08-11 10:28:44.4788

    		1.2 ms

  





  

    		2022-08-11 11:28:46.522537

    		2.9 ms

  





  

    		2022-08-11 12:28:48.228163

    		1.2 ms

  





  

    		2022-08-11 13:28:49.790235

    		0.3 ms

  





  

    		2022-08-11 14:28:51.572763

    		0.2 ms

  





  

    		2022-08-11 15:28:53.026662

    		1.1 ms

  





  

    		2022-08-11 16:28:54.663211

    		0.0 ms

  





  

    		2022-08-11 17:28:56.257857

    		-1.0 ms

  





  

    		2022-08-11 18:28:58.004195

    		-0.1 ms

  





  

    		2022-08-11 19:29:00.583974

    		-0.9 ms

  





  

    		2022-08-11 20:29:02.220871

    		0.2 ms

  





  

    		2022-08-11 21:29:03.691684

    		-2.7 ms

  





  

    		2022-08-11 22:29:05.257878

    		-1.4 ms

  





  

    		2022-08-11 23:29:06.88509

    		0.5 ms

  





  

    		2022-08-12 00:29:09.21524

    		-4.6 ms

  





  

    		2022-08-12 01:29:11.745866

    		-2.6 ms

  





  

    		2022-08-12 02:29:14.158788

    		-3.4 ms

  





  

    		2022-08-12 03:29:15.727201

    		0.4 ms

  





  

    		2022-08-12 04:29:17.294146

    		1.1 ms

  





  

    		2022-08-12 05:29:20.461143

    		1.5 ms

  





  

    		2022-08-12 06:29:23.893519

    		1.4 ms

  





  

    		2022-08-12 07:29:26.145711

    		1.7 ms

  





  

    		2022-08-12 08:29:27.750827

    		1.6 ms

  





  

    		2022-08-12 09:29:29.421105

    		1.7 ms

  





  

    		2022-08-12 10:29:31.066477

    		-0.2 ms

  





  

    		2022-08-12 11:29:32.961102

    		1.0 ms

  





  

    		2022-08-12 12:29:34.462767

    		0.5 ms

  





  

    		2022-08-12 13:29:35.901592

    		1.9 ms

  





  

    		2022-08-12 14:29:37.670624

    		0.7 ms

  





  

    		2022-08-12 15:29:39.116277

    		0.4 ms

  





  

    		2022-08-12 16:29:40.580046

    		2.0 ms

  





  

    		2022-08-12 17:29:43.546284

    		0.1 ms

  





  

    		2022-08-12 18:29:45.079353

    		-1.5 ms

  





  

    		2022-08-12 19:29:46.95592

    		-4.5 ms

  





  

    		2022-08-12 20:29:48.375568

    		-1.1 ms

  





  

    		2022-08-12 21:29:50.355214

    		-3.0 ms

  





  

    		2022-08-12 22:29:51.962299

    		-2.1 ms

  





  

    		2022-08-12 23:29:54.35119

    		-1.9 ms

  





  

    		2022-08-13 00:29:55.837604

    		0.1 ms

  





  

    		2022-08-13 01:29:57.565995

    		1.3 ms

  





  

    		2022-08-13 02:30:00.170912

    		1.4 ms

  





  

    		2022-08-13 03:30:02.372613

    		0.9 ms

  





  

    		2022-08-13 04:30:04.356158

    		-0.1 ms

  





  

    		2022-08-13 05:30:06.468539

    		-1.1 ms

  





  

    		2022-08-13 06:30:08.368658

    		1.0 ms

  





  

    		2022-08-13 07:30:10.289407

    		-1.1 ms

  





  

    		2022-08-13 08:30:12.090848

    		1.8 ms

  





  

    		2022-08-13 09:30:13.497308

    		0.7 ms

  





  

    		2022-08-13 10:30:15.224893

    		1.0 ms

  





  

    		2022-08-13 11:30:16.740343

    		-0.4 ms

  





  

    		2022-08-13 12:30:18.48805

    		0.8 ms

  





  

    		2022-08-13 13:30:19.96079

    		0.8 ms

  





  

    		2022-08-13 14:30:21.748724

    		0.0 ms

  





  

    		2022-08-13 15:30:24.828959

    		-0.2 ms

  





  

    		2022-08-13 16:30:26.972155

    		0.9 ms

  





  

    		2022-08-13 17:30:29.17147

    		0.8 ms

  





  

    		2022-08-13 18:30:30.856978

    		-1.3 ms

  





  

    		2022-08-13 19:30:32.808961

    		-1.3 ms

  





  

    		2022-08-13 20:30:35.527772

    		0.7 ms

  





  

    		2022-08-13 21:30:37.347716

    		-0.9 ms

  





  

    		2022-08-13 22:30:39.392757

    		-1.3 ms

  





  

    		2022-08-13 23:30:41.542835

    		-0.3 ms

  





  

    		2022-08-14 00:30:43.244471

    		-1.5 ms

  





  

    		2022-08-14 01:30:45.218464

    		0.1 ms

  





  

    		2022-08-14 02:30:47.289124

    		-1.3 ms

  





  

    		2022-08-14 03:30:48.903549

    		-1.1 ms

  





  

    		2022-08-14 04:30:50.849839

    		0.6 ms

  





  

    		2022-08-14 05:30:53.542493

    		1.1 ms

  





  

    		2022-08-14 06:30:55.2053

    		0.7 ms

  





  

    		2022-08-14 07:30:56.611847

    		0.5 ms

  





  

    		2022-08-14 08:30:59.515351

    		1.4 ms

  





  

    		2022-08-14 09:31:00.917285

    		1.7 ms

  





  

    		2022-08-14 10:31:02.395007

    		1.4 ms

  





  

    		2022-08-14 11:31:04.154308

    		1.0 ms

  





  

    		2022-08-14 12:31:05.942229

    		1.3 ms

  





  

    		2022-08-14 13:31:07.99168

    		1.1 ms

  





  

    		2022-08-14 14:31:09.886656

    		0.0 ms

  





  

    		2022-08-14 15:31:11.898925

    		1.6 ms

  





  

    		2022-08-14 16:31:13.504794

    		-3.3 ms

  





  

    		2022-08-14 17:31:15.375261

    		-1.5 ms

  





  

    		2022-08-14 18:31:17.062711

    		-1.1 ms

  





  

    		2022-08-14 19:31:18.586132

    		-0.5 ms

  





  

    		2022-08-14 20:31:20.189678

    		-2.7 ms

  





  

    		2022-08-14 21:31:22.037464

    		-0.9 ms

  





  

    		2022-08-14 22:31:24.762532

    		0.0 ms

  





  

    		2022-08-14 23:31:26.349281

    		0.3 ms

  





  

    		2022-08-15 00:31:27.985542

    		1.2 ms

  





  

    		2022-08-15 01:31:29.952104

    		1.6 ms

  





  

    		2022-08-15 02:31:31.844099

    		1.0 ms

  





  

    		2022-08-15 03:31:33.548547

    		0.8 ms

  





  

    		2022-08-15 04:31:35.026427

    		0.7 ms

  





  

    		2022-08-15 05:31:36.479378

    		1.0 ms

  





  

    		2022-08-15 06:31:38.377912

    		-0.4 ms

  





  

    		2022-08-15 07:31:39.825559

    		1.0 ms

  





  

    		2022-08-15 08:31:41.499819

    		1.1 ms

  





  

    		2022-08-15 09:31:43.915641

    		0.9 ms

  





  

    		2022-08-15 10:31:45.931163

    		1.1 ms

  





  

    		2022-08-15 11:31:48.579808

    		0.0 ms

  





  

    		2022-08-15 12:31:50.340889

    		-0.8 ms

  





  

    		2022-08-15 13:31:52.523379

    		-1.3 ms

  





  

    		2022-08-15 14:31:54.003368

    		-0.2 ms

  





  

    		2022-08-15 15:31:56.38662

    		-1.0 ms

  





  

    		2022-08-15 16:31:57.77633

    		-1.3 ms

  





  

    		2022-08-15 17:31:59.313808

    		-0.5 ms

  





  

    		2022-08-15 18:32:00.883922

    		-0.4 ms

  





  

    		2022-08-15 19:32:03.810808

    		0.5 ms

  





  

    		2022-08-15 20:32:05.478603

    		0.1 ms

  





  

    		2022-08-15 21:32:07.369663

    		0.6 ms

  





  

    		2022-08-15 22:32:09.278712

    		0.6 ms

  





  

    		2022-08-15 23:32:11.060185

    		1.0 ms

  





  

    		2022-08-16 00:32:13.274203

    		-0.2 ms

  





  

    		2022-08-16 01:32:14.87806

    		-0.4 ms

  





  

    		2022-08-16 02:32:16.723905

    		-0.3 ms

  





  

    		2022-08-16 03:32:18.779421

    		-0.7 ms

  





  

    		2022-08-16 04:32:22.753458

    		-1.8 ms

  





  

    		2022-08-16 05:32:25.025867

    		0.3 ms

  





  

    		2022-08-16 06:32:27.06523

    		-0.3 ms

  





  

    		2022-08-16 07:32:28.578978

    		-0.5 ms

  





  

    		2022-08-16 08:32:30.943252

    		-0.4 ms

  





  

    		2022-08-16 09:32:32.816368

    		-1.1 ms

  





  

    		2022-08-16 10:32:35.164852

    		-0.6 ms

  





  

    		2022-08-16 11:32:37.807624

    		-0.8 ms

  





  

    		2022-08-16 12:32:39.631571

    		-0.1 ms

  





  

    		2022-08-16 13:32:41.066824

    		0.3 ms

  





  

    		2022-08-16 14:32:43.412474

    		0.7 ms

  





  

    		2022-08-16 15:32:44.907443

    		0.9 ms

  





  

    		2022-08-16 16:32:46.764763

    		-0.1 ms

  





  

    		2022-08-16 17:32:48.592898

    		-4.0 ms

  





  

    		2022-08-16 18:32:50.503818

    		-2.8 ms

  





  

    		2022-08-16 19:32:52.756058

    		-1.3 ms

  





  

    		2022-08-16 20:32:54.87158

    		-0.7 ms

  





  

    		2022-08-16 21:32:56.738705

    		0.2 ms

  





  

    		2022-08-16 22:32:58.28487

    		2.3 ms

  





  

    		2022-08-16 23:33:01.00119

    		1.5 ms

  





  

    		2022-08-17 00:33:02.952452

    		0.0 ms

  





  

    		2022-08-17 01:33:05.267555

    		-0.8 ms

  





  

    		2022-08-17 02:33:06.957466

    		-0.9 ms

  





  

    		2022-08-17 03:33:08.766467

    		-0.6 ms

  





  

    		2022-08-17 04:33:13.096897

    		-0.5 ms

  





  

    		2022-08-17 05:33:14.631226

    		-0.6 ms

  





  

    		2022-08-17 06:33:16.827254

    		-0.2 ms

  





  

    		2022-08-17 07:33:18.448038

    		0.0 ms

  





  

    		2022-08-17 08:33:20.619524

    		-0.5 ms

  





  

    		2022-08-17 09:33:22.370311

    		-0.1 ms

  





  

    		2022-08-17 10:33:23.719629

    		1.1 ms

  





  

    		2022-08-17 11:33:25.900282

    		0.4 ms

  





  

    		2022-08-17 12:33:27.470378

    		0.7 ms

  





  

    		2022-08-17 13:33:29.162774

    		-0.1 ms

  





  

    		2022-08-17 14:33:30.977721

    		0.0 ms

  





  

    		2022-08-17 15:33:32.362442

    		0.9 ms

  





  

    		2022-08-17 16:33:34.320971

    		0.2 ms

  





  

    		2022-08-17 17:33:35.939403

    		0.2 ms

  





  

    		2022-08-17 18:33:38.031352

    		-1.5 ms

  





  

    		2022-08-17 19:33:39.526983

    		-0.8 ms

  





  

    		2022-08-17 20:33:41.420947

    		0.5 ms

  





  

    		2022-08-17 21:33:42.906225

    		0.1 ms

  





  

    		2022-08-17 22:33:44.361333

    		0.5 ms

  





  

    		2022-08-17 23:33:45.919775

    		1.9 ms

  





  

    		2022-08-18 00:33:48.122972

    		0.9 ms

  





  

    		2022-08-18 01:33:49.760827

    		-0.2 ms

  





  

    		2022-08-18 02:33:51.50636

    		-0.6 ms

  





  

    		2022-08-18 03:33:53.071008

    		-0.3 ms

  





  

    		2022-08-18 04:33:54.410674

    		-1.9 ms

  





  

    		2022-08-18 05:33:56.263196

    		0.8 ms

  





  

    		2022-08-18 06:33:57.704579

    		0.1 ms

  





  

    		2022-08-18 07:33:59.481174

    		0.7 ms

  





  

    		2022-08-18 08:34:01.147068

    		1.0 ms

  





  

    		2022-08-18 09:34:03.046705

    		1.0 ms

  





  

    		2022-08-18 10:34:04.550092

    		0.2 ms

  





  

    		2022-08-18 11:34:06.929182

    		0.5 ms

  





  

    		2022-08-18 12:34:09.166994

    		0.9 ms

  





  

    		2022-08-18 13:34:10.885313

    		0.2 ms

  





  

    		2022-08-18 14:34:12.335584

    		0.0 ms

  





  

    		2022-08-18 15:34:14.97877

    		0.4 ms

  





  

    		2022-08-18 16:34:16.80133

    		-0.2 ms

  





  

    		2022-08-18 17:34:18.581554

    		-1.4 ms

  





  

    		2022-08-18 18:34:20.104263

    		-3.7 ms

  





  

    		2022-08-18 19:34:21.943522

    		-5.8 ms

  





  

    		2022-08-18 20:34:23.610713

    		-3.1 ms

  





  

    		2022-08-18 21:34:24.998371

    		-0.9 ms

  





  

    		2022-08-18 22:34:26.710787

    		-0.6 ms

  





  

    		2022-08-18 23:34:28.218501

    		-0.5 ms

  





  

    		2022-08-19 00:34:30.183992

    		0.9 ms

  





  

    		2022-08-19 01:34:31.62655

    		-0.3 ms

  





  

    		2022-08-19 02:34:33.610212

    		-0.2 ms

  





  

    		2022-08-19 03:34:36.258587

    		-1.6 ms

  





  

    		2022-08-19 04:34:39.507388

    		-2.1 ms

  





  

    		2022-08-19 05:34:41.107916

    		-1.1 ms

  





  

    		2022-08-19 06:34:42.766481

    		-0.9 ms

  





  

    		2022-08-19 07:34:44.585004

    		0.5 ms

  





  

    		2022-08-19 08:34:46.058645

    		1.4 ms

  





  

    		2022-08-19 09:34:47.639277

    		2.6 ms

  





  

    		2022-08-19 10:34:49.532173

    		1.3 ms

  





  

    		2022-08-19 11:34:51.621963

    		1.3 ms

  





  

    		2022-08-19 12:34:53.736382

    		0.4 ms

  





  

    		2022-08-19 13:34:55.246481

    		-0.3 ms

  





  

    		2022-08-19 14:34:57.062505

    		1.5 ms

  





  

    		2022-08-19 15:34:58.529923

    		0.7 ms

  





  

    		2022-08-19 16:34:59.951805

    		-0.2 ms

  





  

    		2022-08-19 17:35:01.830431

    		-1.0 ms

  





  

    		2022-08-19 18:35:03.41724

    		-2.1 ms

  





  

    		2022-08-19 19:35:05.323307

    		-1.5 ms

  





  

    		2022-08-19 20:35:07.623662

    		-1.4 ms

  





  

    		2022-08-19 21:35:09.965682

    		-0.8 ms

  





  

    		2022-08-19 22:35:12.095675

    		-3.4 ms

  





  

    		2022-08-19 23:35:14.140003

    		-5.9 ms

  





  

    		2022-08-20 00:35:15.656125

    		0.9 ms

  





  

    		2022-08-20 01:35:17.782284

    		1.2 ms

  





  

    		2022-08-20 02:35:19.494271

    		-9.6 ms

  





  

    		2022-08-20 03:35:21.94141

    		-11.6 ms

  





  

    		2022-08-20 04:35:25.286721

    		-0.8 ms

  





  

    		2022-08-20 05:35:27.030153

    		-2.6 ms

  





  

    		2022-08-20 06:35:29.360234

    		8.7 ms

  





  

    		2022-08-20 07:35:30.947771

    		0.4 ms

  





  

    		2022-08-20 08:35:32.295607

    		1.8 ms

  





  

    		2022-08-20 09:35:33.852677

    		0.1 ms

  





  

    		2022-08-20 10:35:36.471011

    		3.0 ms

  





  

    		2022-08-20 11:35:38.997328

    		1.1 ms

  





  

    		2022-08-20 12:35:40.731178

    		-1.3 ms

  





  

    		2022-08-20 13:35:42.662284

    		-3.1 ms

  





  

    		2022-08-20 14:35:44.366994

    		-2.1 ms

  





  

    		2022-08-20 15:35:46.754092

    		-1.2 ms

  





  

    		2022-08-20 16:35:48.809263

    		-0.4 ms

  





  

    		2022-08-20 17:35:50.875571

    		-0.8 ms

  





  

    		2022-08-20 18:35:52.281719

    		-0.1 ms

  





  

    		2022-08-20 19:35:55.202379

    		0.7 ms

  





  

    		2022-08-20 20:35:56.63777

    		0.1 ms

  





  

    		2022-08-20 21:35:58.864552

    		1.2 ms

  





  

    		2022-08-20 22:36:00.465759

    		-0.8 ms

  





  

    		2022-08-20 23:36:02.098871

    		-1.4 ms

  





  

    		2022-08-21 00:36:03.760162

    		-2.0 ms

  





  

    		2022-08-21 01:36:05.109975

    		-2.7 ms

  





  

    		2022-08-21 02:36:07.450822

    		-0.3 ms

  





  

    		2022-08-21 03:36:11.013124

    		0.1 ms

  





  

    		2022-08-21 04:36:14.522826

    		0.0 ms

  





  

    		2022-08-21 05:36:16.054581

    		-0.3 ms

  





  

    		2022-08-21 06:36:17.629679

    		-1.6 ms

  





  

    		2022-08-21 07:36:18.991387

    		-0.2 ms

  





  

    		2022-08-21 08:36:20.514258

    		0.1 ms

  





  

    		2022-08-21 09:36:22.021205

    		1.4 ms

  





  

    		2022-08-21 10:36:23.40834

    		1.3 ms

  





  

    		2022-08-21 11:36:24.857734

    		2.5 ms

  





  

    		2022-08-21 12:36:26.708631

    		3.8 ms

  





  

    		2022-08-21 13:36:28.683654

    		0.1 ms

  





  

    		2022-08-21 14:36:30.741852

    		-2.7 ms

  





  

    		2022-08-21 15:36:33.06452

    		-0.2 ms

  





  

    		2022-08-21 16:36:34.659294

    		-0.5 ms

  





  

    		2022-08-21 17:36:36.107124

    		1.0 ms

  





  

    		2022-08-21 18:36:37.710077

    		-1.2 ms

  





  

    		2022-08-21 19:36:39.172781

    		-1.4 ms

  





  

    		2022-08-21 20:36:41.196968

    		0.5 ms

  





  

    		2022-08-21 21:36:42.700325

    		-0.4 ms

  





  

    		2022-08-21 22:36:45.054907

    		-0.1 ms

  





  

    		2022-08-21 23:36:46.999715

    		0.1 ms

  





  

    		2022-08-22 00:36:48.602592

    		0.2 ms

  





  

    		2022-08-22 01:36:50.209102

    		0.3 ms

  





  

    		2022-08-22 02:36:52.327781

    		0.4 ms

  





  

    		2022-08-22 03:36:54.821729

    		1.5 ms

  





  

    		2022-08-22 04:36:57.750195

    		-0.5 ms

  





  

    		2022-08-22 05:36:59.334371

    		0.8 ms

  





  

    		2022-08-22 06:37:01.219322

    		-0.4 ms

  





  

    		2022-08-22 07:37:02.645587

    		1.1 ms

  





  

    		2022-08-22 08:37:04.160021

    		1.5 ms

  





  

    		2022-08-22 09:37:05.816047

    		0.5 ms

  





  

    		2022-08-22 10:37:07.30242

    		0.8 ms

  





  

    		2022-08-22 11:37:09.122445

    		-0.5 ms

  





  

    		2022-08-22 12:37:11.226767

    		-0.7 ms

  





  

    		2022-08-22 13:37:12.59227

    		-0.4 ms

  





  

    		2022-08-22 14:37:14.197753

    		-0.6 ms

  





  

    		2022-08-22 15:37:15.812668

    		-0.3 ms

  





  

    		2022-08-22 16:37:17.469303

    		0.0 ms

  





  

    		2022-08-22 17:37:19.315684

    		-0.2 ms

  





  

    		2022-08-22 18:37:21.739793

    		-0.3 ms

  





  

    		2022-08-22 19:37:23.277799

    		-0.5 ms

  





  

    		2022-08-22 20:37:25.122662

    		0.6 ms

  





  

    		2022-08-22 21:37:26.624869

    		2.2 ms

  





  

    		2022-08-22 22:37:28.442801

    		-0.1 ms

  





  

    		2022-08-22 23:37:29.910092

    		1.5 ms

  





  

    		2022-08-23 00:37:32.346584

    		0.3 ms

  





  

    		2022-08-23 01:37:34.157332

    		-1.0 ms

  





  

    		2022-08-23 02:37:36.590444

    		-0.1 ms

  





  

    		2022-08-23 03:37:39.145835

    		0.6 ms

  





  

    		2022-08-23 04:37:40.730794

    		0.1 ms

  





  

    		2022-08-23 05:37:42.488347

    		-0.4 ms

  





  

    		2022-08-23 06:37:44.529319

    		0.2 ms

  





  

    		2022-08-23 07:37:46.651925

    		-0.4 ms

  





  

    		2022-08-23 08:37:48.320659

    		0.8 ms

  





  

    		2022-08-23 09:37:49.988433

    		1.2 ms

  





  

    		2022-08-23 10:37:51.743164

    		1.5 ms

  





  

    		2022-08-23 11:37:53.263869

    		-0.4 ms

  





  

    		2022-08-23 12:37:55.222446

    		-1.4 ms

  





  

    		2022-08-23 13:37:57.529676

    		-1.5 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2022-08-23 12:17:56.353 UTC

    		91.192.254.197

    		Tomas Werngren (TW) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 12:18:15.808 UTC

    		91.192.254.197

    		Tomas Werngren (TW) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 12:21:47.82 UTC

    		163.116.168.113

    		Mattias Bokenblom (MB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 12:22:34.318 UTC

    		163.116.168.113

    		Mattias Bokenblom (MB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 12:25:32.671 UTC

    		77.16.60.51

    		Ellen Bramness Arvidsson (EBA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 12:27:00.349 UTC

    		77.16.60.51

    		Ellen Bramness Arvidsson (EBA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 12:27:05.801 UTC

    		78.79.251.109

    		Catrina Ingelstam (CI) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 12:29:46.518 UTC

    		78.79.251.109

    		Catrina Ingelstam (CI) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 12:24:04.099 UTC

    		95.203.245.66

    		Kristina Sundin Jonsson (KSJ) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 12:31:28.043 UTC

    		95.203.245.66

    		Kristina Sundin Jonsson (KSJ) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 12:30:19.274 UTC

    		94.191.152.75

    		Anette Henriksson (AH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 12:32:02.05 UTC

    		94.191.152.75

    		Anette Henriksson (AH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 12:33:03.642 UTC

    		90.238.102.22

    		Erik Langby (EL) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 12:33:30.552 UTC

    		90.238.102.22

    		Erik Langby (EL) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 12:29:43.213 UTC

    		94.191.136.212

    		Mats Filipsson (MF) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 12:33:44.657 UTC

    		94.191.136.212

    		Mats Filipsson (MF) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 12:43:49.187 UTC

    		83.253.248.36

    		Kristin Ekblad (KE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 12:44:03.083 UTC

    		83.253.248.36

    		Kristin Ekblad (KE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 13:07:44.095 UTC

    		94.234.113.152

    		Lars Heikensten (LH) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 13:08:17.595 UTC

    		94.234.113.152

    		Lars Heikensten (LH) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  

  

    		2022-08-23 14:31:05.863 UTC

    		83.185.45.150

    		Anders Tagde (AT) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

  

    		2022-08-23 14:31:28.965 UTC

    		83.185.45.150

    		Anders Tagde (AT) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2022-08-12 16:00:00 UTC.

  









